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Welcome to Searchlight for Banking

March Networks Searchlight™ for Banking combines enterprise-class, reliable video
management with intelligent software applications to help banks prevent fraud, speed
investigation time, oversee operations, improve service, and increase profits.

By integrating high-quality surveillance video with teller workstations and ATM
transaction data, Searchlight helps security and fraud investigators work more quickly
and effectively, dramatically reducing the time and costs incurred with each investigation
and yielding accurate, measurable results.

Searchlight’s Business Analytics feature works in concert with Brickstream 3D Sensor,
allowing users to generate custom reports based on the People Counting, Queue Length,
and Dwell Time analytics, created by comparing the data from the video analysis with the
transaction data.

Notes:

e This user guide refers to version 4.12 of the Searchlight application and to version
2.120of the Command Enterprise and Command Client software.

« The Business Analytics feature requires specific licenses. If the licenses are not added
to Command Enterprise, the Business Analytics reports contain no data. Third-party
analytics cameras also requires specific channel licenses. For more information about
licensing Searchlight, see “Adding Licenses for the Business Analytics Feature” on
page 98.

 Before adding a Brickstream 3D sensor to a site for the Business Analytics feature,
ensure the analytic required for the report (People Counting, Queue Length, or Dwell
Time) is properly configured on the camera or sensor.



Before You Begin

Searchlight is an application that runs on a server with Command Enterprise Software.
Before you begin, you must properly install, license and configure the Command
Enterprise software on a server. For more information about using Command Enterprise,
see the Command Enterprise User Guide, available on the Software DVD, or from the
March Networks official website and the Partner Portal.

Components of the Command Solution

The following table describes the main components of the Command solution.

Component Description
Command Command Enterprise Software (CES) is the center of the Command
Enterprise Solution.

Software (CES)

The CES stores the surveillance system’s configuration in a relational
database, either on the management server computer itself or on the
customer’s existing SQL Server on the network. The Enterprise
Software also handles global user authentication, user rights, and hosts
the web services for Command’s web-client. The Enterprise Software
can run on most commercial-off-the-shelf (COTS) servers from top
server manufacturers or it can run in a VMware~ Virtual Machine.

— K Command Enterprise can support up to 128,000 camera mixed over
various recorders, and mix matched with Hybrid NVR’s and R5 DVRs.
The maximum number of recorders/recording servers in a single
system is 10,000.
Command Command Recording Software (CRS) is the primary archive engine for
Recording the Command solutions.

Software (CRS)

!
'I’H RER

The recording server software is the primary archiving component of
the Command Enterprise solution. The recording server software is
designed to run separately from the Enterprise Software. It can be
installed directly on any COTS servers or can be purchased from March
Networks running on Dell” Platforms. Another option for the recording
server software is to run it on a VMware virtual machine (VM). Up to
500 cameras per recording server.

Two types of recording server include:

« Primary Recording Server is the primary archiving component of
the CRS architecture

+ Redundant Recording Server redundant/failover archiving
component of the CRS architecture




Components of the Command Solution

Component

Description

Command Lite
Software

Command Lite is a limited, free version of Command Recording
Software. It can be ir;stalled either on standard servers or compatible
PCs with Windows 8 or higher.

Command Lite allows you to:

* Add up to six IP cameras

* Configure continuous and programmed recording
* Retain the video archive for up to 7 days

* Configure user accounts and permissions

« Configure and manage storage

Command Client
Software

P -

-—--'-—_/

—

Command Client is the primary client user interface for Command.

Command Client is a standalone application that offers an intuitive user
interface that allows administrators and users alike to manage their
Command video surveillance network.

Command Config

- -

e ——

—

Command Config is a client user interface for configuration and
management.

Command Config is a standalone application that can be downloaded
directly from Command Recording Servers, 6700 NVRs, and encoders.

March Networks
Hybrid Network
Video Recorder
(NVR)

mia =

* 8000 Series Recorders

* 9000 Series Full-IP NVRs

* 6700 Series Hybrid NVR

+ RideSafe GT, MT, and RT Recorders

Devices that capture, retain, and stream audio, video, and text data

P _ from connected peripherals. Analog cameras are connected to hybrid
NVRs or encoders using BNC connection.
\v/
Searchlight An application running on a Command Enterprise Software that
application integrates video with point-of-sale (POS - retail version), ATM, and

teller workstations (banking version) transaction data to create reports
and charts, and identify and investigate suspicious transactions and
stop theft.

Searchlight for Banking User Guide 8



Component Description

Command An application running on a Command Enterprise Software that

Transportation integrates video from mobile recorders with GPS coordinates. The
application allows the user to create detailed incident reports and
perform searches based on the metadata recorded with the video.

Important Note About Transactional Data

The Searchlight User assumes sole responsibility for the security and integrity of its data,
including but not limited to transaction data and reports. March Networks requires that
no more than the first six (6) and last four (4) digits of debit, credit card or financial
account numbers be used for transaction reporting and that transaction reporting does
not include Personal Information. Searchlight User acknowledges that the Searchlight
software is not intended for processing of Personal Information. Searchlight User is
responsible for ensuring the backup of all data, files and information. March Networks
shall have no liability or responsibility for any lost, altered data, files or information.

“Personal Information” means an individual’s first name and last name or first initial and
last name in combination with any 1 or more of the following data elements that relate to
such individual:

a Social Security number;
b Driver's license number or government-issued identification card number; or

¢ Financial account number, or credit or debit card number, with or without any
required security code, access code, personal identification number or password,
that would permit access to a resident’s financial account;

Provided, however, that “Personal information” shall not include information that is
lawfully obtained from publicly available information, or from federal, state/provincial or
local government records lawfully made available to the general public.

Other Available Publications

Additional publications about the Command and Searchlight solutions (including the
Searchlight User Guides in English and Espafol) are available in PDF format on your
March Networks CD, and are available for download from the March Networks official
website and the Partner Portal.



What's Next

In the Command Enterprise environment, you can perform the following Searchlight for
Banking functions:

“Installing Searchlight” on page 11

“Accessing Searchlight” on page 31

“Configuring Searchlight” on page 34

“Creating and Editing Sites, ATMs, and Teller Workstations” on page 48
“Customizing Transaction Reports” on page 62
“Customizing Transaction Summaries” on page 80
“Customizing Business Analytics Reports” on page 97
“Creating Business Rules” on page 123

“Customizing Business Rules Reports” on page 129
“Using Operations Audit” on page 139

“Customizing Security Audit Reports” on page 153
“Managing Cases” on page 164



Installing Searchlight

This chapter describes how to install, update, license, and start the Searchlight for
Banking application.

Important Notes:

If the Command Enterprise Software uses an external database, you must manually
add a database named Apps to allow Searchlight to use the external database. It is
strongly recommended that you contact your March Networks Sales Engineer to
ensure that the external database meets the requirement for your specific installation.

The internal Command Enterprise SQL database has a size limit of 10GB.

When transaction data reach the 90% of the database capacity, an alert is added to
the Health panel. It is strongly recommended to lower the Transaction Retention
value on the Settings page to free up disk space for the database, as described in
“Configuring the Searchlight Settings” on page 39. If the alert appears again, please
contact the March Networks Technical Support.

| ﬁ CES1-B  CES Unit Database Size Database size is at 91 %o, please contact Tech support or documentation for assistance.
Importing duplicate transactions using the Command Media Archiver component will
result in displaying duplicate transactions in transaction reports.

The Searchlight application only process transaction data. Video and alarm data are
processed by the Command Enterprise Software where Searchlight is installed.



This chapter contains the following sections:

* “System Requirements” on page 12
* “Installing Searchlight” on page 15
*  “Configuring the Command Enterprise Software Memory Heap Size” on page 15

* “Installing and Configuring the Command Media Archiver” on page 16
« “Installing the Searchlight for Banking Application” on page 24

“Adding Searchlight Licenses” on page 28

System Requirements

Select your system requirements:
e “Command Enterprise Software System Requirements” on page 12

« “Command Client Software System Requirements” on page 13

« “Command Client Software System Requirements” on page 13

Command Enterprise Software System Requirements

Command Enterprise Software application requires a dedicated server or Virtual
Machine. The following table outlines the specifications recommenced for the Operating
System and CES application without Searchlight. Please contact your March Networks
Sales Engineer for specific project sizing with Searchlight.

SMALL
Less than 10 CRS
or recorders

MID
10 to 100 CRS or
recorders

LARGE
101 to 3500 CRS or
recorders

EXTRA LARGE
3501 to 10,000 CRS
or recorders

Operating Windows Server 2008 R2 SP1, 2012, 2012 R2,2016, or

System 2019.

Processor Quad Core Intel Quad Core Intel Eight Core Intel

(CPU) Xeon Xeon Xeon

HDD Space 50 GB 50 GB 80 GB
If you are integrating LDAP with the Command
Enterprise Software, a Microsoft Active Directory Server
or Google G Suite Server is required (provided with
Windows Server). If your system is managing more than

Infrastructure | 250 CRSs/recorders, we recommend that you use a
Microsoft SQL Server 2008, 2012, or 2014 as the
external database, instead of the pre-configured
Microsoft SQL Server Express 2012 included with
Command Enterprise.

Network . . 2x Gigabit 2x Gigabit

interface Gigabit Ethernet Ethernet Ethernet

Memory

6 GB

8 GB 1333 MHz

16 GB 1333 MHz

For installations
of 3501 to 10,000
CRS orrecorders,
please contact
March Networks
Sales
Engineering or
Technical
Support for
specific system
requirements.




Command Client Software System Requirements

The following table outlines the requirements for Command Client.

COMMAND CLIENT COMMAND CLIENT
Minimum Specs Optimal Performance

Dedicated Command Client
workstation with up to 4 monitors
Minimum video access, one or two | for simultaneous live streams,
Task simultaneous stream playback and | playback and export. Max number
export. of simultaneous streams depends
on total FPS and bit rate of all
viewed cameras.

Operating Windows 8, Windows 8.1, and Windows 10 64-bit with Microsoft
system (OS) | Windows 10 .NET Framework 4.5.2 installed
Processor . . - . .

(CPU) Intel i3 or equivalent (minimum) Intel i7 with 8 Cores

HDD space | 4 v 200 MB

(clients)

_Network Gigabit Ethernet Gigabit Ethernet

interface

Memory 4 GB (minimum) 8 GB

Intel HD 4000 video card
(minimum) or an equivalent video
card compatible with Microsoft
DirectX 11 and Direct3D

1 GB Dedicated video card for
every monitor. Microsoft DirectX
11 and Direct3D

Video Card

Notes:

 March Networks recommends that installations with a high number of megapixel
cameras and live viewing enable multi-streaming (high and low resolution streams)
for all cameras. This helps to limit CPU overhead for live monitoring on Command
Client, Site Manager, and Decode Station VX workstations.

A 64-bit Operating System is required for smooth reverse playback in Command
Client and Player.

* For Windows 8.1 users, it is required to download and install the following updates
from the Microsoft website. The updates must also be applied in the following order:
1- KB2919442
2- KB2919355
For more information about the updates, please click the following links:
https://support.microsoft.com/en-us/kb/2919442
https://support.microsoft.com/en-us/kb/2919355



*  March Networks does not support Command Client in Virtual Desktop Infrastructure
(VDD. VDI is not ideal for CCTV clients because its architecture shares a pool of
resources between multiple simultaneous clients. This means that client performance
is dependent on available hardware resources, backend software and configuration,
number of concurrent sessions, number of simultaneous streams viewed, and their
profiles.

 If .NET Framework 4.5.2, Microsoft Visual C++ 2015 Redistributable, and the UCRT
library are not installed on the Client computer, the Command Client and the
Command Player EXE installers automatically trigger the installation of the
component (an internet connection is required). The MSI installers only install the
Command software. You must ensure that the .NET Framework 4.5.2, Microsoft Visual
C++ 2015 Redistributable, and the UCRT library are on the computer already. For the
.NET system requirements, consult the official Microsoft website.

Command Media Archiver System Requirements

The following table outlines requirements based on typical installations with less than 250
recorders.

For systems that manage more than 250 recorders, please contact March Networks
Technical Support.

Command Media Archiver

Operating system Windows Server 2008 R2, 2012, 2012 R2, 2016, or 2019
Processor (CPU) Quad Core Intel Xeon

Kgglii';i‘i?n?’ OS and 100 GB (minimum)

Archiver Storage Volume | 1TB (minimum)

Network interface 2 x Gigabit Ethernet

Network Bandwidth 50 Mbps (Mminimum) for each network interface

Memory 8 GB




Installing Searchlight

Installing Searchlight

Use your Searchlight Software CD or your Searchlight installation package to install the
Searchlight for Banking application on a Command Enterprise Software. To properly
install, license, and start Searchlight for Banking, you are required to use the following
steps:

1 Configure the Command Enterprise memory heap size: see “Configuring the
Command Enterprise Software Memory Heap Size” on page 15.

2 Install and configure the Command Media Archiver component on the server running
Command Enterprise: see “Installing the Searchlight for Banking Application” on
page 24.

3  Access Command Enterprise from a client PC to install and start the Searchlight for
Banking application: see “Installing the Searchlight for Banking Application” on
page 24.

4 Access Command Enterprise from a client PC to add the Searchlight for Banking
licenses: see “Installing the Searchlight for Banking Application” on page 24.

Configuring the Command Enterprise Software
Memory Heap Size

To avoid performance issues, it is strongly recommended that you configure the memory
heap size, the amount of the server’'s memory that is allocated for the Command
Enterprise software. To configure the heap size, you must access the Command
Enterprise’s management console on the server. The following table illustrates the
recommended heap size according to the numbers of recorders/servers registered on
Command Enterprise.

Small (less than 10 Medium (from 10 to High (from 100 to
recorders) 100 recorders) 2500 recorders)

Heap Size: 2GB Heap Size: 2GB Heap Size: 4GB

To configure the Command Enterprise memory heap size

1 Start the Enterprise Console from the Start Menu (the default path is Start ->
Programs -> March Networks -> Command Enterprise -> CES Configuration) or from
the shortcut icon on the desktop (if the shortcut was created).

The Enterprise Console appears

Searchlight for Banking User Guide 15



Installing and Configuring the Command Media Archiver

2 Click the Stop n button to stop Command Enterprise.
The status button turns red.
3 Click the Advanced tab.

dean_alamms_age

4  Double-click the first empty cell on the left and enter the following text string.
Jjvm_maxheap

5 Double click on the empty cell on the right and enter the value (in Megabytes) for the
memory heap size.

offline_monitor_max_disconnection_time
offl interval

6 Click Save to save and apply the settings you have configured for Command
Enterprise.

7 Click the Start ﬁ button to start Command Enterprise.

Installing and Configuring the Command Media
Archiver

The Command Media Archiver is a required component that allows Command Enterprise
to process transaction data and save snapshots from the cameras associated to the sites
created in the Searchlight application. It also can store archived video and snapshots for
the Command Enterprise case management functionality, allowing users to share case
files. You can either install the Archiver on the same server as Command Enterprise, or on
a separate server.

Important Notes:

* |t is not possible to configure retention policies on the Command Media Archiver and
retention policies in use on the recorders or servers are not applied to the Archiver.

* You can install two or more Archivers in the system, but Searchlight uses only the first
installed Archiver to store the snapshots associated to transaction data. Also, it is not
required to assign recorders to the Archiver to store snapshots.

Searchlight for Banking User Guide 16



If you are using the Archiver also for the case management functionality, before you
begin the installation process for the Command Media Archiver, you must calculate
the amount of storage space your system will require for the Archiver, as described in
the Command Enterprise and Client User Guide, available for download from the
corporate website and the Partner Portal.

Select your configuration:

“Installing the Command Media Archiver” on page 17

“Adding the Command Media Archiver to Command” on page 20
“Backing up and Restoring the Command Media Archiver” on page 21
“Upgrading the Command Media Archiver” on page 23

Installing the Command Media Archiver

The following procedure describes how to install the Command Media Archiver software,
which collects and stores data for the Command Enterprise case management
functionality, allowing users to share case files.

To install the Command Media Archiver

1

Insert your Searchlight Software CD into the server's CD-ROM drive or double-click
the Autorun.exe file in the installation package.

On the main page, click Software.
On the Software page, click Command Media Archiver.

The Command Media Archiver Setup wizard appears, with the License agreement for
you to read.

P Command Media Archiver (54 bit) 1502140 Setup. - b

March Ne : : )
COMMANS Command Media Archiver (64 bit) 2.8.0.2348

PRERELEASE LICENSE AGRLEMENT
MARCH NETWORKS SOFTWARL

Praamibile

1 THIS 15 THE LICENSE THAT YU ARE REQUIRED T0)
ACCLPT BEFORE INSTALLING AND USING MARCH NETWORKS PRE-RELEASE
SOFTWARE. CAREFULLY READ ALL THE TERMS AND CONDITIONS OF THIS PRE.
RELEASE LICENSE AGREEMENT BEFORE PROCEEDING WITH THE
DOWNLEADING ANDVOR IMSTALLATION OF THIS PHE HELEASE SOFTWARE
PRODUCT, YOU ARL NOT PCRMITTED TO DOWNLOAD ARIVOR INSTALL THIS
PRERELEASE SOFTWARE FRODUCT UNTIL YOU HAVE AGREED TO RE ROUND
BY ALL OF THE TERMS AND CONDITIONS OF THIS PRE-RELEASE LICENSE
AGRUDMINT.

% MARCH'
i Sl || Cose

Select the check box to agree to the license terms and conditions.
You must select this check box to continue.
Click Install.

The Setup Progress page appears, with a progress bar, and initiates the appearance
of the Welcome page. Note that the Welcome page appears on top of the Setup
Progress page.



6 Click Next.
The Destination Folder page appears.

March Py A Madin Ascli LEA lis) 2 0 A ADA
COMM 5 command Media Archiver Setup - X
March Networks .
COMMAND Welcome to the Command Media
Archiver 2.8.0.2348 Setup Wizard
The Setup Wizard wil install Command Media Archiver on
your computer, Click Next to continue or Cancel to exit the
Setup Wizard.
N4 MARCH'
natworks
Back Cancel
(7) MARCH"
networks
Cancel

7 In the Destination Folder page, you can click Next to accept the default installation
path.

(Optional) If you want to select a different installation path, click Change. A new page
opens, titled Change Destination Folder. Browse to select the new installation folder

and click OK.
ﬁ Command Media Archiver Setup = *

Destination Folder }Y
Click Next to install to the default folder or dick Change to choose another.

Install Command Media Archiver to:

|C: Program Files\MarchMetworks\Command Media Archiver)

Change...

= ==




8 The Storage Settings page appears.

ﬁl Command Media Archiver Setup — *

2 -
Storage Settings }
Configure Command Media Archiver disk space settings.

The Video Archive is a pre-allocated area that stores case or inddent related video
data. Additional disk space outside this area may be required for images and
recorder log files. Refer to the user documentation for guidance on selecting a
Video Archive size, If this archiver is not intended to store case or inddent related
video data, use a value of 0 to disable the Video Archive.

Video Archive Size: 10 GB

Select Drive:

10 GB of disk space from the selected drive is required in addition to the disk space
used to archive video.

9 In the Video Archive Size field, enter the amount of space you want to allocate for
media storage.

Note: If this archiver is intended to store only snapshots related to transaction data
and not intended to store case video data, use a value of “0” to disable the Video
Archive. Case Management requires the video archive for sharing cases.

10 Choose a drive from the Select Drive drop-down list.
11 Click Next.
The Network Settings page appears.

]’E Command Media Archiver Setup o *

Network Settings } \,

Configure Command Media Archiver network settings.

HTTP Port (eg. 8080): RED

Enter the local port to use for unsecure communications.

HTTPS Port (eg. 443): 444

Enter the local port to use for secure communications.

12 Enter a port number in the HTTP Port box.

The Media Archiver uses this port for non-secure communications.
13 Enter a port number in the HTTPS Port box.

The Media Archiver uses this port for secure communications.
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15

16
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Installing and Configuring the Command Media Archiver

Note: The installation process opens exceptions for the HTTP and HTTPS ports in the
Windows Firewall, if it is running. If you are using a different firewall, you must configure the
port access yourself,

Click Next.

The Ready to Install page appears.

Click Install.

The Installing page appears.

When the installation is complete, the Completed page appears.
Click Finish.

The previous Setup Progress page shows Setup Successful.
Click Close to exit the Setup wizard.

Adding the Command Media Archiver to Command

After installing the Command Media Archiver application on the computer, you must
register the Archiver to Command Enterprise.

Note: You can install two or more Archivers in the system, but Searchlight uses only the
first installed Archiver to store the snapshots associated to transaction data. Also, it is
not required to assign recorders to the Archiver to store snapshots. You must assign
recorders to the Archivers for case management only.

To add the Command Media Archiver to Command Enterprise

1
2

In the System tree, navigate to a folder element.
On the Navigation toolbar, click the Add Resource button and click Device.
The Add Device dialog box appears.

& Add Device

Metwork Address

User Name

Password

Cancel

Tip: You can also right-click a folder and click Add > Device.
In the Network Address box, enter a valid IP address or server name.

For the Command Media Archiver, you also require a port, in the format <IP
address>:<port>. The default port for the Media Archiver is 444.

In the User Name and Password box, enter the default credentials: user name admin, no
password.

Note: Once the Archiver is registered, it is secured and the admin account is no
longer available.
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Installing and Configuring the Command Media Archiver

Click Add to register the device.
The device is added to the System tree and indicates a status of Registration in
Progress.

When the registration is successful, a device tab with the host name of the Media
Archiver opens in the workspace. You can view information about the archiver in this
tab.

If you only have one archiver, you do not need to assign recorders to it - they are
automatically associated with the only archiver present.

5 Archiver 1

Nama T |Path

Address 10.53.105.122:444 Edit Network Settings
Hostname Archiver 1
Type Command Media Archiver 0%

Serial Number 3296323814
25% /\75%
Station Identifier NVR-49

Version 2.5.0.1830 / FreaGE \
100%

Registration Status  Registered % 82.07 GB

Backing up and Restoring the Command Media Archiver

March Networks recommends that you back up your Command Media Archiver at regular
intervals. Always back up your Command Media Archiver before you uninstall or upgrade
your Command Enterprise Software.

Important: Backing up your files is a precautionary measure to safeguard your
information. Backup files are only required when you want to restore the Command
Media Archiver. The following procedure describes how to back up the files in your Media
Archiver. March Networks recommends that you perform this procedure at regular
intervals to safeguard your information.

To back up the Command Media Archiver

1

In the Windows Control Panel, go to System and Security -> Administrative Tools ->
Services.

Note: You can alternatively type “services” in the Search field of the Windows Start

menu.
The Services window appears.
' Bl
) Services [ESREE=
File Action View Help
e EE = H= > 8 n
£, Services (Local) . Services (Local)
Command Media Archiver Name . Description Status Startup Type Log On As *
£ Certificate Propagation Copies user... Started Automatic Local System [
Stop the service # .
- 5 CNG Key Iselation The CNG ke...  Started Manual Local System
Restart the service
%y COM+ Event System Supports Sy...  Started Automatic Local Service
£ COM+ System Application Manages th... Manual Local System
EESC”PW‘:M Aoy re #3 Command Media Archiver Command .. Started Automatic Local System
omman MEdia Archiver &2 2. £, Computer Browser Maintains a...  Started Automatic Local System
% ConfiaMar Task Sequence A, ConfigMar ... Manual Local System
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5

Stop the Command Media Archiver service.
Back up the files in the following location:
<Install Drive>\Command Media Archive\

where </nstall Drive> is the drive where the Command Media Archiver was installed
(see "The Command Media Archiver is a required component that allows Command
Enterprise to process transaction data and save snapshots from the cameras
associated to the sites created in the Searchlight application. It also can store
archived video and snapshots for the Command Enterprise case management
functionality, allowing users to share case files. You can either install the Archiver on
the same server as Command Enterprise, or on a separate server.” on page 16).

Your backup must include the config.json and state.json files and all subfolders. The
logs folder is not required.

Ensure that you back up the files in the folder locations that are designated for
transaction, media, and/or image storage.

You can open the config.json file in a text editor to view the configured paths.

Note: For the media storage, you must add a STORAGE folder to the location in the
config.json file.

* For transactions, back up all the files in the “transaction” path in the config.json.
For example:

<Storage Drive>\Command Media Archive\Transactions\Ready

* For media, back up all the files in the “archiver” path in the config.json, adding a
“STORAGE” subfolder after the path. For example:

<Storage Drive>\Command Media Archive\STORAGE

 For images, back up all the files in the “images” path in the config.json. For
example:

<Storage Drive>\Command Media Archive\lmages

where <Storage Drive> is the location selected for the Video Archive during Archiver
installation.

Restart the Command Media Archiver service.

Restoring the Command Media Archiver

The following procedure describes how to restore the Command Media Archiver on a
new system.

To restore the Command Media Archiver

1

Install a new version of the Command Media Archiver. See "The Command Media
Archiver is a required component that allows Command Enterprise to process
transaction data and save snapshots from the cameras associated to the sites created
in the Searchlight application. It also can store archived video and snapshots for the
Command Enterprise case management functionality, allowing users to share case
files. You can either install the Archiver on the same server as Command Enterprise,
or on a separate server.” on page 16.

In the Windows Control Panel, go to System and Security -> Administrative Tools ->
Services.



Installing and Configuring the Command Media Archiver

Note: You can alternatively type “services” in the Search field of the Windows Start
menu.

The Services window appears.

File Action View Help

e Al o) REREREN 7 ol R T

. Services (Local) . Services (Local)
Command Media Archiver Name : Descripticn Status Startup Type Log On As -
. ‘. Certificate Propagation Copies user... Started Automatic Local System [
Stopthe Senice 5 CNG Key Isolation The CNG ke...  Started Manual Local System B
Restart the service
S COM+ Event System Supports Sy..  Started Automatic Local Service
£ COM+ System Application Manages th... Manual Local System
Description: #3 Command Media Archiver Command .. Started Automatic Local System
Command Media Archiver 2.1.0.1306 “. Computer Browser Maintains a...  Started Automatic Local System
o ConfigMgr Task Sequence A..  ConfigMgr ... Manual Local System
% Configuration Manager Rem...  Provides th.. Disabled Local System -

\ Extended /(Standard /

Stop the Command Media Archiver service.

Important: Ensure that the previous instance of the Command Media Archiver is
stopped and that the old program is uninstalled or disabled.

Find the install path for the new version of the Command Media Archiver that you
installed in step 1 of this restore procedure, for example:

<New Install Drive>\Command Media Archive\

Replace the files in the new install path of the new version of Command Media
Archiver with the backup files that you saved in step 3 of the backup procedure.

See “Backing up and Restoring the Command Media Archiver” on page 21.

Replace the new files in the transaction, media and/or image paths with the backup
files you saved in step 4 of the backup procedure.

If necessary, edit the config.json file (found in <New Install Drive>\Command Media
Archive) so that the transaction, media and/or image paths lead to the locations
configured for the new version of the Command Media Archiver.

Restart the Command Media Archiver service.

The Command Enterprise updates the Media Archiver entry with the latest IP address
and hostname.

Upgrading the Command Media Archiver

You can upgrade your Archiver if a new version is available to you.

To upgrade the Command Media Archiver

1

Open the new upgrade version of the CommandMediaArchiver_<version
number>.exe file.

The Command Media Archiver Setup wizard appears, with the License agreement for you
to read.

Select the check box to agree to the license terms and conditions.
You must select this check box to continue.
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3  Click Install.

The Setup Progress page appears, with a progress bar, and initiates the appearance
of the Welcome page. Note that the Welcome page appears on top of the Setup
Progress page.

4  Click Next.
The Modify Video Archive Size page appears.
#5) Command Media Archiver Setup - b

Storage Settings )e;'

Configure Command Media Archiver disk space settings.

The Video Archive is a pre-aliocated area that stares case or inddent related video
data. Additional disk space outside this area may be required for images and
recorder log files. Refer to the user documentation for guidance on selecting 3
Video Archive size. IFthis archiver is not intended to store case or inddent related
video dats, use a value of 0 to disable the Video Archive.

Video Archive Size: 10 GB

St v

10 GB of disk space from the selected drive is required in addition to the disk space
used to archive video.

5 If you want to modify the size of the file storage archive, enter the new number (in
GB) for the size of the archive in the Video Archive Size box.

Important: You can increase the size of the archive or maintain it at the same size, but
you cannot reduce the size. If the size of the archive is already set to O GB because the
archiver is intended to store only snapshots related to transaction data, leave it at a
value of 0 to disable the archive.

6 Click Next to show the Ready to install page.
7 Click Install to show the Installing page.
When the upgrade is complete, the Completed page appears.
8 Click Finish.
The previous Setup Progress page shows Setup Successful.
9 Click Close to exit the Setup wizard.

Installing the Searchlight for Banking
Application

You can now install the Searchlight for Banking application directly from Command
Client.

Note: Only user profiles with access to global rights and the Additional Component
Management user right can access the Additional Component Management panel.

To install the Searchlight for Banking application

1 Insert your Searchlight Software CD into the server’'s CD-ROM drive or double-click
the Autorun.exe file in the installation package.

2 On the main page, click Software.



Installing the Searchlight for Banking Application

3 On the Software page, click Searchlight.
The folder where the Searchlight for Banking installer is stored opens.
4 Copy the zip archive in a location of your choice on the client PC.

Important: Do not extract the archive content. Command Client installs the
application directly from the archive.

5 Launch the Command Client application.
The Client Login page appears.

- s

User Name

Password

6 In the Server Address field enter the host name or IP address of your Command

Enterprise followed by “:” and the communication port, if different from the default
one (443 for HTTPS and 80 for HTTP).

7 Enter the credentials for a user account based on the Administrator profile, and then
click Log In.

The Command Client interface appears.
8 Click the button at the upper-left of Command to display the main menu. u
9 From the main menu, select Additional Component Management.

Q~ License Management

'ﬁ? Additional Components Management

1“. Liser Management

x Tools »
ﬂ- Preferences

! Layout 3
E Logs 3
? Help 3
] Logout

The Additional Components tab opens.
Fi? Additional Components o

O

Name T |Version T Target SDK Version ¥ | Developer ¥ | Status T | Installed Time ¥ | Started Time ¥

10 To install the Searchlight for Banking application, the Add Component button.
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Installing the Searchlight for Banking Application

Locate and select the Searchlight for Banking zip archive and click Open.

The Uploading Application dialog box appears, indicating the installation status.
Note: If the application failed to install, an error message appears, indicating the
reason for the failure.

g Additional Components % 4 -
+ W X

SDK ¥ Developer ¥ Status T | Instzll

March Networks Searchlight is a powerful business intelligence engine, designed to seamlessly integrate video surveiliance

with the analysis of large amounts of unstructured data from different vertical markets. 1t helps to identify, davelop, or
otherwise create strategic information to help grow vour business.

To start the Searchlight for Banking application, select it in the Additional
Components tab and click the Start Component >} button.

After a few moments, the Searchlight for Banking application starts and the
application details are updated with the starting date and time.

+WX >0
Name ¥ |Version T Target SDK Version T  Developer T  Status T | Installed Time T | Started Time T

March Networks Started 14/07/2014 03:41:42 PM\14/07/2014 03:46:42 PM

Note: If Command Enterprise does not automatically log you out, you must manually
log out by accessing the main menu and selecting Log Out.

Log on to the Command Enterprise Software. The Searchlight option is added to the
main menu.

Searchlight 4.1.0.49 1.10.0

ks
MMAND
* License Management

ﬁi‘: Additional Component Management
m User Management

x Tools »
ﬂ- Preferences

I o :

] Logout
Notes:
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Installing the Searchlight for Banking Application

 To restart the Searchlight application, select it in the Additional Components tab
and click the Restart button. When you restart the application, the users with
the Searchlight application rights are automatically logged out of Command
Enterprise.

* To uninstall the Searchlight application, select it in the Additional Components
tab and click the Remove m button. The application asks for a confirmation and if
you want to delete the data downloaded from the sites together with the
application.

Note: After you uninstall the Searchlight application, all of the Searchlight-related
user audit entries are deleted from the Command Enterprise database.

Upgrading Searchlight

You can upgrade the Searchlight application from a previous version to the latest
version.

Important Notes:

Searchlight 4.12 is not compatible with versions 4.0 and 4.0.1 of the software. It is not
possible to retain configurations and data from those versions. However, it is possible
to retain Searchlight licenses.

After a Command Enterprise software upgrade, if the Searchlight application is no
longer compatible with the CES, the application is automatically stopped and the
Upgrade Required notification appears in the Additional Components tab. You must
upgrade and manually start the application to access Searchlight.

When upgrading Searchlight from versions lower than 4.5, the Location setting for
analytics data exports (see “Creating Scheduled Exports for Business Analytics Data”
on page 105) are reverted to the default value (no location configured). To restore
the feature, you must assign a valid location to each scheduled export.

To upgrade Searchlight
1 Open the Additional Components tab. The current Searchlight release is displayed in

the list.

T Additional Gomponents X 4~

+ @ X (@]

Namé 7 |Version ¥ | TargetSDK 7 |Devsloper 7 Ststus 7 | Installed Time ¥ | Started Time

March Networks Searchlight is a powerful business intelligence engine, designed to seamlessly integrate video surveillance
with the analysis of large amounts of unstructured data from different vertical markets. It helps to identify, develop, or
otherwise create strategic information to help grow your business.

Click the Upload i button.
A browser window opens, where you can locate the Searchlight upgrade file.
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Adding Searchlight Licenses

3  Select the upgrade version of the application file and click Open.

The Uploading Application dialog appears. This dialog displays the progress of the
upgrade.

.'l Uploading Application

69%

Cancel

When the application finishes uploading, the Access Rights Change dialog appears to
indicate that there has been a change in an application.

A\ Access Rights Change

Your access rights or applications have changed.

Log on again or contact your system administrator.

oK

4 Click OK.
Command Enterprise automatically logs you out.

5 Enter your user name and password to log in and open the Additional Components
tab again.

The Version column displays the new Searchlight release.

Adding Searchlight Licenses

Before installing the Searchlight for Banking application, you must access Command
Client using a client-PC and add the Searchlight licenses to the Command Enterprise
Software.

Note: Only user profiles with access to global rights and the License Management user
right can access the License Management panel.
There are three types of Searchlight licenses:

» Searchlight Transaction licenses allow you to see transactions in the Transaction
Reports, Transactions Summary and Business Rules Summary pages. Each site uses
one Transaction license.

» Searchlight Analytics licenses allow you to enable the Business Analytics feature.
Each site uses one Analytics license. For more information, see “Adding Licenses for
the Business Analytics Feature” on page 98.

e Searchlight channel licenses for third-party cameras with video analytics, including
Brickstream 3D sensors. For more information, see “Adding Licenses for the Business
Analytics Feature” on page 98.

To add Searchlight Transaction licenses

1 Launch the Command Client application and log on to the Command Enterprise
Software using a user account based on the Administrator profile.

2 Click the button at the upper-left of Command to display the main menu. u
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Adding Searchlight Licenses

3  From the main menu, select License Management.

A
a, uoguuw

F.‘.' Additional Component Management

Ly user management

o Tooks

Lb ereterences

I oo f
B :
7 uep v

@ s

¥ gou

The Licensing tab opens.

Q, Licensing s .* -

Recorders  Additional Components

H  af oy

Recorder Licenses No Licenses Available

Channel Licenses Total: 20 Remaining: 10 Type: Permanent
Name T | Path ¥ | Status T | Licenses ¥ | ChannelsinUse ¥ | Max. Channels T | Device Type
5 TPCRSSVR_2  System/TPCRSSVR_2 v g o0 128 Command Recording Server 10.53.103.91
E ClaireCRS System/ClaireCRS v 0 > 3 128 Command Recording Server 10.53.104.75

4  Click the Additional Components subtab.
The Additional Components subtab opens.

@, Licensing * -
Recorders  Additional Components

+

aQf ot
Name T |Sttus ¥ license Type T |Feature ¥ | Resource Type T
Searchlight v Permanent Channel
Searchlight v Permanant Analytics Site
Searchlight v Permanent Transactions  Site

Select component to view details.

5 On the Additional Components toolbar, click the Download Server ID B button.
You are prompted to save a text file (id.txt) to a local folder on your computer.

6 Contact March Networks Customer Operations to complete the transaction to
purchase the required number of Searchlight licenses.

Note: March Networks will send you an e-mail, with simple instructions that detail
how to generate your license key file.

7 To import/enable the Searchlight Transaction license, click the Add License
button.
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Adding Searchlight Licenses

Locate and select the app_licenses _transactions.xm/ file and click Open.

The License Added dialog box appears, indicating the licenses are applied to
Command. Click OK.

i License Added

License file successfully imported.

Note: If the license failed to import, an error message appears, indicating the reason
for the failure.

Access the Searchlight application and create the required sites. For more
information, see “Accessing Searchlight” on page 31 and “Creating and Editing Sites,
ATMs, and Teller Workstations” on page 48.

In the Licensing -> Additional Components sub-tab, click the Transaction license in
the list.

Name T |Sttus ¥ License Type ¥ Feature ¥ | Resource Type T

Searchlight v, Permanent Third Party & Channel
Searchlight v Permanent Analytics Site

Drag the sites from the Logical tree to the Licensed Resources panel in the Licensing
-> Additional Components sub-tab.

Note: To remove a site license, select the site in the Licensed Resources panel and
click the Remove [ button.

Licensed Resources: 5 of 5

Name T |path ¥
ﬁ Bank 1 Logical
ﬁ Bank 2  Logical
ﬁ Bank 3  Logical
ﬁ Bank 4 Logical
ﬁ Bank 5 Logical

Click the Save m button to save and apply the changes.
The licensing status bar refreshes with the license details.

Name T |Sttus T | License Type ¥V |Feature ¥  Resource Type T

Searchlight v Permanent Third Party A Channel
Searchlight v Permanent Analytics Site:
Searchlight v Permanent Transactions  Site
Developer: Licensed Resources: 5 of 5
March Networks
dev@marchnetworks.com Mame ¥ |path T
hitp://marchnetworks.com —

IiL Bank 1  Logical
Feature: i z
Transactions Ing Bank 2 Logical

.
118 Bank 3 Logical
Licensing Rights: (1 o

Commercial license ﬁ Bank 4  Logical

State: ﬁ Bank 5  Logical
N/A , Permanent license

Description:
BI
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Chapter 3

Accessing Searchlight

You can access the Searchlight application from the Command Enterprise main menu.
Notes:

« Only users with the Searchlight user right enabled can access the Searchlight
application. For more information, see “Assigning Sets of User Rights” on page 35.

* If you connected to a CES running Searchlight for Retail, close and re-open Command
Client before accessing the CES running Searchlight for Banking.

To access Searchlight

1 Launch the Command Client application and log on to the Command Enterprise
Software.

2 Click the button at the upper-left of Command to display the main menu. |{4
3  From the main menu, select Searchlight.

Q.. License Management

Fi{: Additional Component Management
h User Management

x Tools 3
¢ Preferences

I o :

$] Log out
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The Searchlight home page appears.

Note: The different tiles appear on the home page according to the user rights
assigned. For more information, see “Assigning Sets of User Rights” on page 35.

March Networks
SEARCHLIGHT ™

)

TRANSACTIONS SUMMARY

Y

BUSINESS ANALYTICS

O

BUSINESS RULES SUMMARY

TRANSACTION REPORTS

OPERATIONS AUDIT

>

SECURITY AUDIT

4 Click a tile to access the corresponding Searchlight page.

The main features are described in the following table.

Page

Description

Transaction Summary

This page allows you to compare different reports in the
dashboard, and to generate charts from the data.

Transaction Reports

This page allows you to create and customize reports by
filtering and sorting the available transaction data and
the relevant video received by the configured sites,
ATMs, and teller workstations.

Business Analytics

This page allows you to generate custom reports based
on the People Counting, Queue Length, and Dwell Time
analytics.

Note: The Business Analytics feature requires a specific
license and works with the Brickstream 3D sensors.

Operations Audit

This page allows you to view grids of snapshots
periodically saved by the cameras associated to a site.

Business Rules Summary

This page allows you to create custom events to
proactively warn the investigators of potential frauds
(for example, skimming or cash harvesting).

Security Audit

This page allows you to manage the alarms associated to
the different sites.
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Notes:

« To set one of the features as the default page, select the check box in the upper
left corner of the corresponding tile. The next time you log on to Command
Enterprise and access Searchlight, the application opens with the selected page.

I% TRANSACI

At the first login of a user, the KPI Badges (the gray square over each tile) are not
configured. To configure the KPI Badges, see the specific section at the end of
each chapter.

e To return to the home page from one of the pages, click the Home m button on
the side toolbar.

e To move to a different page, click the corresponding button on the side toolbar.



Configuring Searchlight

The Searchlight Settings tab allows you to set a custom timetable for all of the sites/
banks added to Searchlight, create a video buffer for every transaction, configure when
the application downloads snapshots for the Operations Audit feature, creating email
distribution lists for the Business Rules and the Operations Audit features, and creating
scheduled exports for Business Analytics data.

Note: The Searchlight Settings tab also allows you to create business rules (see
“Creating Business Rules” on page 123), configure general settings for the Business
Analytics feature (see “Configuring the General Settings” on page 101), configure report
labels for the Business Analytics feature (see “Managing Report Labels” on page 103),
create scheduled exports for Business Analytics data (see“Creating Scheduled Exports
for Business Analytics Data” on page 105), configure labels for the Operations Audit
feature (see "Managing Operations Audit Labels” on page 140), create Operations Audit
email notices (see“Creating Operations Audit Notices” on page 147), and rename the
column headers for transaction reports (see “Hiding or Showing Column Lists” on

page 69).

This chapter contains the following sections:

“Assigning Sets of User Rights” on page 35

*  “Viewing and Saving User Activity Audit Logs” on page 38
e  “Configuring the Searchlight Settings” on page 39



Assigning Sets of User Rights

You can assign sets of user rights to Searchlight users according to the features they can
access and use. The user rights must be assigned by a Command administrator to user
profiles on Command Enterprise.

Note: This section describes the sets of user rights specific to the Searchlight app. All the
remaining user rights (including live and archived video, PTZ control, and access to the
System and Logical trees) are managed by the Command Enterprise Software. For more
information about user management in Command Enterprise, see the latest Command
Enterprise User Guide, available for download from the March Networks official website
and the Partner Portal.

To assign a set of user rights
1 Click the button at the upper-left of Command to display the main menu. u
2 From the main menu, select User Management.

ql License Management

i‘: Additional Component Management

m User u?nagement

x Tools »
ﬁ Preferences

! Layout 3

E Logs 3

? Help 3

@ Searchlight

g Log Out

The User Management tab opens with the Users sub-tab open by default.
3  Click the Profiles sub-tab.
4  Click the Expand button to the left of a selected Profile Name.



Assigning Sets of User Rights

5 The selected Profile Name page appears.

Descrgton
An sdmesirane of Command Entararme

Logea Tree
O vew
@ e

FRastrct scoem to gobal gty @

 Licumse Managamant

 Sanve Logs

+ Aadtonal Componern Sanagemen
+ Raemate USB Exgart

| Pravacy Unmass:

AT Trversal

6 In the Application Rights section, select the Searchlight check box.
7 On the Profiles sub-tab toolbar, click the Save [§] button.

The check boxes corresponding to the user rights and the Reports options are now
available.

Application Rights

[+ searchlight
Security Audit
Operations Audit
Business Analytics
Business Rules
Searchlight Configuration

Transaction Reports/Summary

Q View
O Edit
® Hidden

8 Select the check boxes corresponding to the user rights you want to assign.

Note: The number of tiles in the Searchlight home page changes according to the
user rights assigned.

The user rights are described in the following table.

User Right Description

Security Audit This option allows the user to access the Security Audit
page.

Operations Audit This option allows the user to access the Operations
Audit page.

Business Analytics This option allows the user to access the Business

Analytics page.
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User Right Description

Business Rules Summary This option allows the user to access the Business Rules
Summary page.

Searchlight Configuration | This page allows you to access the Searchlight Settings
tab and configure general settings, create business rules,
set automatic email notifications, set Operations Audit
schedules, and rename the column header for
transaction reports.

9 In the Transaction Reports/Summary section, assign user rights for the transaction
reports:

* View: The user can see the reports in the Transaction Reports and Transaction
Summary pages, but the user cannot edit or filter the reports.

« Edit: The user can see, edit, and filter the reports in the Transaction Reports and
Transaction Summary pages.

 Hidden: The user cannot see the reports in the Transaction Reports and
Transaction Summary pages.

10 On the Profiles sub-tab toolbar, click the Save E button.

The Profiles sub-tab refreshes to show the changes. All users affected by the changes
to that profile are automatically logged out of the system.

11 Click the Users sub-tab.
12 Click the Expand + button to the left of a selected Searchlight user.
The User Information page appears.

- Enabled  John Smith Local User MNone 1
User Information
User Name John Smith Profile Administrator -|
Full Name John Smith Status + Enabled
Email Address jsmith@bank123.com
Certificate None E

Telegram User Name

Phone

Position Password Force change on next login
Manager

Available Resources

@ sy ook

13 Select the Profile you have configured with Searchlight user rights from the list.
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Viewing and Saving User Activity Audit Logs

To define the user resources, including sites, ATMs, teller workstations, and cameras,
click a folder that you want the user to have access to in the Navigation panel, then
drag and drop that folder to the System or Logical box in the Available Resources
section of the User Information page.

Note: You can drag multiple folders to the Logical box to customize the sites the
user can access. This setting impacts all of the Searchlight features.

On the Users sub-tab toolbar, click the Save E button.

The user affected by the changes to that profile is automatically logged out of the
system.

Viewing and Saving User Activity Audit Logs

You can monitor the activity of Searchlight users in the System Overview > User Audit
page of Command Enterprise and export the audit logs as a Comma Separated Values
(.csv) file compatible with Microsoft Excel.

Note: Audit logs are managed by the Command Enterprise Software. For more
information, see the latest command enterprise User Guide, available for download from
the March Networks official website and the Partner Portal.

To view an audit of user activity

1

From the main menu, select Tools > System Overview.
The System Overview tab opens.

Click the User Audit % button in the side toolbar.
The User Audit page appears.

& System Overview = -
Categories: J, & = 1II [ V] :!f il @ Cl

i v [ « » == ~ !

» Time ¥ | Usemame ¥ | ClientAddress ¥  Category ¥ |Type ¥  Resource ¥ | Resource Path ¥ | Details

Click the Searchlight button on the Categories toolbar.

Select a Time Period from the list provided, or choose Select Range to open a
calendar and set you own time period.

From the User list, select the check box corresponding to the user whose activities
you want to view.
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6 Click the Search button.
The results of the search appear.

?g System Overview ol S
Categories: L. & =« =1 @ il X% @ M O
Time Period: I I SRVEE admin (admin) - B E,f
L Time usemname ¥ | Client Address T | Category T | Type T | Resource ¥ | Resource Path
2 12/9/2015 3:40:30 PM  admin 10.31.7.126 Searchlight  Report Deleted Teller Transactions
% 12/9/2015 1:51:21 PM  admin 10.31.7.126 Searchlight  Report Created Teller Transactions
L 12/9/2015 1:51:19 PM  admin 10.31.7.126 Searchlight Report Query Teller Transactions
s 12/9/2015 5:21:02 PM  admin 10.31.7.97 Searchlight  Report Query Teller Transactions
@ 12/9/2015 1:51:08 PM  admin 10.31.7.126 Searchlight  Report Query Teller Transactions
12{9/2015 11:23:41 AM  admin 10.31.7.97 Searchlight  Report Query Teller Transactions '

Note: You can also use the u and u arrow buttons (located to the right of the
Time Period list) to quickly shift the selected time period backward and forward and
refresh the search results with one click.

For example, if the Time Period is set to “Yesterday”:

e Clicking Previous sets the time period to the day before yesterday and refreshes the
results list.

« Clicking Next sets the time period to today and refreshes the results list.

These buttons work with any time period from the list or a custom range you select
using the calendar.

7 To view the details of the event, click the ellipsis n button in the Details column.

Name

Teller Transactions

Start time
08/12/2015 0:00:00

End time
08/12/2015 23:59:59

Modified
False
==

8 If you want to export the results of your search to a Comma Separated Values (.csv)
file compatible with Microsoft Excel, click the Export button to open a Save As
dialog box.

In the Save As dialog, type a file name and choose a location for the file. Command
saves the file so that it is available for analysis.

Configuring the Searchlight Settings

You can access the Searchlight Configuration tab using Command’s main menu.

To configure the general options
1 From the main menu, select Searchlight.

The Searchlight home page appears.
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2 Click the Settings button.

@y SETTINGS

The Searchlight Setting tab opens.
3  Select your configuration:
*  “Configuring the General Settings” on page 40
 “Creating Schedules” on page 42
* “Creating Email Notifications” on page 43.

Configuring the General Settings

The General sub-tab allows you to set a timetable for all of the sites/branches added to
Searchlight, create a video buffer for every transaction, configure the retention time for
transactions, and add a custom string to the transaction text.

Note: The options included in the Business Analytics and Report Label Management
sections are described in the “Configuring the Business Analytics Feature” section on
page 101.

To configure the general settings
1 In the Searchlight Settings tab, click the General sub-tab.

Video Padding Time

Pre Padding Time (saconds)

Post Padding Time (seconds)

Session Padding Time
Pre Padding Time (seconds) “
post Paciding Time (secons) [ IEIEN
Transaction Retention

Transaction Retention (days)

Customer ID

P— I

Transaction Reports

Max Results per Query 300 :
Faneacicns perage

Business Analytics

Chart Timetable Custom Range ~fogam  ©fosem @
2 i o 0t o oo L =~ [T —
M s [ |

2 In the Video Padding Time section, configure the Pre Padding Time and Post
Padding Time values (in seconds) to create a video buffer that is added before and
after the transaction happens.

Video Padding Time

Pre Padding Time (seconds)

Post Padding Time (seconds)
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3 In the Session Padding Time section, configure the Pre Padding Time and Post
Padding Time values (in seconds) to extend the time of a session. This option is used
by the ATM Skimming, Withdrawal Pattern and Cash Harvesting business rules.

Session Padding Time

Pre Padding Time (seconds) E

Post Padding Time (seconds) “

4 In the Transaction Retention, configure the time interval after which transaction data
and related images are removed from the Searchlight database.

Important Note: When transaction data reach the 90% of the database capacity, an
alert is added to the Health panel. It is strongly recommended to lower the
Transaction Retention value to free up disk space for the database. If the alert
appears again, please contact the March Networks Technical Support.

Transaction Retention

Transaction Retention (days) m

5 Leave the Customer ID section blank.
Note: This option is currently unused.

6 In the Transaction Reports section, configure the Max Results per Query value to set
the maximum number of results displayed for a single report.

7 Configure the Transactions per Page value to set the maximum number of results
displayed in a single page of a report.

Transaction Reporis

Max Results per Query

Transactions per Page

Note: The Max Results per Query value does not represent the actual number of
results that will be displayed: the number of results is dependent from the
Transactions per Page value. For example: if the Max Results per Query value is set
to 255 and the Transactions per Page value is set to 50, a total of 250 results will be
displayed, divided in 5 pages (5 pages x 50 results).

8 Click the Save m button to save and apply the changes.
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Creating Schedules

The Schedulers sub-tab allows you to create custom schedules for the images extraction
for the different sites and for creating email notices for the Operations Audit feature. For
more information about configuring sites, see “Creating and Editing Sites, ATMs, and
Teller Workstations” on page 48.

To create a schedule
1 In the Searchlight Settings tab, click the Schedulers sub-tab.

+ ¥
Name T | Monday T Tuesday ¥ Wednesday ¥ Thursday ¥ Friday T saturday ¥ | Sunday T

OpsAuditScheduler]  5:00AM-9:00PM  5:00AM-9:00PM  5:00AM-9:00PM  5:00AM-2:00PM 5:00AM-9:00PM 5:00AM-9:00PM 5:00AM-9:00PM

Working Days 7:00AM-8:00PM 7:00AM-8:00PM 7:00AM-8:00PM 7:00AM-8:00PM 7:00AM-8:00PM

Regular Schedulel

M | 9PM 10PM | 11PM

€M | 9PM  10mM | 110M

isfe]esf:]s]
afifis]s s
agganag
f:]s]sf:]: ]

2 Click the Add Schedule button.
A new schedule appears.
3 Enter a custom name for the schedule in the Name section.

4 To select a time interval for a day using the timeline, do the following:
* Click and hold the left mouse button down at the desired start time.

Monday LAM 1AM 28M 3AM 4AM | SAM GAM FAM BAMl | 9AM 10AM | 1IAM 1PN IPM 2PM | 3PM 4PM SPM EPM | JPM M SPM 10PM 11m.

+ Click and drag to define the length of the time interval. Alternatively you can add a
single 30-minute timeframe by clicking it.

— MO 0 0 0 D T T

Tip: To resize a time interval, click the single 30-minutes timeframes to remove
them from the schedule.

*  You can set multiple time intervals for the same day.

Monday 12AM 1AM 2AM 3AM  4AM | 5AM GAM  FAM  8AM m 3P IPM 29M ) m R oM opM 10PM | 11PM [

Tip: To clear a schedule for a day, click the Remove Ki button on the right of the
schedule.
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5 Repeat step 4 to create schedules for the remaining days.
6 Click the Save button to save and apply changes.
The schedule is added to the list.

¥ | Thursday ¥ |saturday T | Sunday
OpsAuditScheduler]  5:00AM-9:00PM 5:00AM-9:00PM 5:00AM-9:00PM 5:00AM-9:00PM 5:00AM-9:00PM 5:00AM-9:00PM  5:00AM-0:00PM
Schedule LA, Store | 8:00AM-1:30PM, 2:30PM-8:00PM  8:00AM-1:30PM, 2:30PM-8:00PM 8:004M-1:30PM, 2:30PM-8:00PM 8:00AM-1:30PM, 2:30PM-8:00PM 8:00AM-1:30PM, 2:30PM-8:00PM | §:00AM-0:00PM B:00AM-2:00PM
Working Days 7:00AM-8:00PM 7:00AM-8:00PM 7:00AM-8:00PM 7:00AM-8:00PM 7:00AM-8:00PM

To delete a schedule
1 In the Schedulers sub-tab, select the schedule you want to delete in the list.

Note: If the schedule is associated to a site or to the Operations Audit feature, you
must first remove the association.

2 Click the Remove Schedule button in the toolbar.
A warning dialog box appears.

3 Click Ok.

4 The schedule is deleted and is removed from the list.

Note: If the schedule was associated to a site, Searchlight no longer downloads
snapshots for the Operations Audit feature for that site.

Creating Email Notifications

The Email Notification sub-tab allows you to create distribution lists for daily or weekly
automatic email notifications from the Business Rules and the Operations Audit features.

Note: You can only add the email addresses associated to Command Enterprise local
and LDAP user accounts. For more information, see the latest Command Enterprise User
Guide, available for download on the March Networks official website and the Partner
Portal.

To create an email notification

1 In the Searchlight Settings tab, click the Email Notifications sub-tab.
+

Nam'e T Frequency T |OnDay T AtTime

2 Click the Add Notification g button on the toolbar.
The new notification is added to the list.
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3 Enter a descriptive name for the notification in the Notification Name field.
4  Select the email Frequency from the list.

Options include Daily and Weekly.
5 Select when the email is sent according to the selected Frequency:

 For the Weekly frequency select a day from the On list, and enter or select the
time in the At field.

 For the Daily frequency, enter or select the time in the At field
6 Select the time zone of the recipients from the Time Zone list.

¥ Security team ¥ Security team

Notification Name Notification Name

— o

At 08:00 AM :

Ry =YG 0 =l (UTC-05:00) Eastern Time (US & Canada) - R =R g =0 (UTC-05:00) Eastern Time (US & Canada)

Il Enable enhanced template M Enable enhanced template

Weekly Frequency Daily Frequency

7 Select the Enable enhanced template check box to receive more detailed Business
Rules notifications that include snapshots associated to the triggered business rules
and direct links to the transactions in Searchlight.

Notes:

« A Business Rules email notification by default includes up to 50 transactions

details. If you need to change that number, please contact the March Networks
Technical Support.

 According to the mail client or web-mail portals in use, a warning message may
appear when clicking the transaction links.

* The mail client or web-mail portal may automatically block or disable the links to
the Searchlight application.

 The link automatically points to the server’s IP address configured with the highest
priority on the Network tab of the CES Console. To change the address priority:

a Open the CES console on the server running the Command Enterprise Software.
b Click the Stop [_] button to stop the CES service.
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c Click the Network tab.

HTTP Port

HTTPS Port
STUN Port

Min. TLS version TLS 1.0

Recorder connection initiated by Device or Server

CES Info Security Level

Device Info Security Level

feature enabled.

Published Addresses {(Used by recorders to connect to CES. Drag and Drop to change priority.
Top item = highest priority. You mi lect the Enabled check box for at least one Published Address.)

Ren‘luvef Enabled : Address

B [ o302

d Configure the server priority by dragging the IP address. The server in the top
position has the highest priority.

Remove| Enabled Address

| 10.33.101.122 | 80 443
o ]}-’ Dragging: 192.168.1.250 |
1033.101.125 "5 80 443
X | 192:168.1.250 -

Click the Save [;| button to save and apply the changes.
f Click the Start u button to start the CES service.
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« After clicking the link, a message appears on Searchlight, warning about the
automatic switch to the Business Rules Summary page. A note about the current
time frame also appears on the toolbar.

0 Business Rules Report

ttern Standara Tiema)

T 1)-Ae.3
Sent 12 Nada hada

Business Rules Details

Time Period: EIr/FIeh] ] H ~  * Showing results between 4/7/2020 8:21:10 AM and 4/7/2020 11:59:59 PM *
Time (Site Time) Triggered Business Rule Trigger Time
DTP Bank 07/04/2020 11:07:07 ATM =25 08/04/2020 08:55:48
DTP Bank 07/04/2020 11:46:45 ATM =25 08/04/2020 08:55:45
DTP Bank 07/04/2020 12:33:49 ATM =25 08/04/2020 08:55:48
DTP Bank 07/04/2020 12:42:21 ATM =25 08/04/2020 08:55:49
DTP Bank 07/04/2020 15:13:24 ATM =25 08/04/2020 08:55:47
DTP Bank 07/04/2020 16:16:14 ATM =25 08/04/2020 08:55:45
DTP Bank 07/04/2020 18:31:25 ATM =25 08/04/2020 08:55:48
DTP Bank 07/04/2020 18:52:17 ATM =25 08/04/2020 08:55:50
DTP Bank 07/04/2020 19:05:33 ATM =25 08/04/2020 08:55:45
DTP Bank 07/04/2020 19:35:03 ATM =25 08/04/2020 08:55:51

8 In the Recipients section, click the Add Recipient button to add recipients to the
distribution list.

The Add Recipients dialog box appears.

XF dd Recipients
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9 Do one of the following:
« To search for specific users, enter a filter criteria in the text box and click Search.
e To show all of the Command Enterprise users, click Show All.

X Add Redpients

L Bruce D. Bruce D. bruced@mn.com
L John smith John S. Jsmith@mn.com
L steve H. Steve H. Steveh@mn.com
L TestUser TestUser no associated email

10 Select the user accounts you want to add to the distribution list by keeping the CTRL
key pressed and clicking additional user accounts.

11 Click Add to add the selected users to the distribution list.

Note: To remove a user account from the Recipients list, select it and then click the
a . x
Remove Recipient button.

Bruce D. (bruced@mn.com)
John Smith (jsmith@mn.com)
Steve H. (Steveh@mn.com)

12 Click Save to save and apply the changes.
13 Repeat steps 2-11 to create additional distribution lists.

Note: To remove a notification, select it in the list, click the Remove m button on the
toolbar and then click OK.
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Chapter 5

Creating and Editing Sites, ATMs, and
Teller Workstations

You can create and organize sites/branches, their ATMs and teller workstations on the
Logical tree in the Navigation panel. You can also add cameras and alarms to a site or to
a single ATM/workstation inside the site to associate the relevant video and snapshots to
the transaction data from the ATM/workstation.

Note: For more information about managing resources and folders in the Logical tree,
see the Command Enterprise User Guide, available for download on the March Networks
official website and the Partner Portal.

This chapter contains the following sections:

* “Creating Sites” on page 49

* “Creating an ATM in a Site” on page 59

* “Creating a Teller Workstation in a Site” on page 60
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Creating Sites

You can create a new site/branch in the Logical tree and associate cameras and alarms to
it. Cameras and alarms associated to the site are required to populate the Operations
Audit and Security Audit pages for the site.

To create a site in the Logical tree
1 In the Logical tree, select the tree root or an existing folder.

2 Right-click the folder and select Add->Site.

% Logical -

o.ﬁl,m :
] Open
4 Add » @ Logical Folder
28 Logical View

pin Logical Map
i see

The Site tab opens in the Workspace.

Site (Cameras Business
Site Properties Transaction Image Download
Site Name Site Information I Enable

] S —

Site ID M Encble Scheduler

Time Zone Frequency

(UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm ~ 30 Minutes
+ -

Terminal Name ¥ | Terminal ID ¥ | Text Channel T | Assodiated Cameras (up to4) T

Assodated Cameras (0 of 4)
Main | Name | Path

Terminal Name Terminal Information

Terminal ID

Text Channel

3 In the Site Properties section, enter a descriptive name for the site in the Site Name
field.

Enter the site identification number in the Site ID field.
Select the proper Time Zone from the list.
(Optional) Enter a custom description or notes in the Site Information field.

To download a snapshot associated to every transaction processed in the site, select
the Enable check box in the Transaction Image Download section.

Transaction Image Download
¥ Enable

8 Click the Save m button to save and apply the changes.

N O o b
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Associating Cameras and Alarms to Sites

After you create a new site, you need to associate cameras and alarms to it: cameras are
used by Searchlight to generate the Operations Audit report, while alarms are used in
the Security Audit page. You can also associate analytics sensors and cameras (such as
the Brickstream 3D sensor) to a site to generate automatic reports (Business Analytics)
based on the People Counting, Queue Monitoring, and Dwell Time analytics.

Important Notes:

« Adding cameras to a site is a different operation than associating a camera to an
ATM/teller workstation in a site. For more information, see “Associating Cameras and
Alarms to ATMs and Teller Workstations” on page 60.

*  You cannot add the same camera to two or more sites.

* It is not possible to configure video options (quality, field of view, privacy patches)
for the camera using the Searchlight application.

To associate a camera or an alarm to a site
1 Select one or multiple cameras and alarms in the System or Logical tree.

2 Drag the selected resources to the site.

% Logical

© B3 Logical

.6' ﬁ A

J |
Multiple Items (2)

| AddTo Bank 1

The resource icons appear under the site icon.

Configuring Site Cameras for Operations Audit

After you add cameras to a site, you can add them the Operations Audit feature. The
Operations Audit is a customizable grid of thumbnails saved by the cameras associated
to the site that allows investigators to quickly pinpoint the relevant images.

To configure a site camera for Operations Audit
1 |In the Logical tree, right-click a site and select Open.

% Logical -

© B3 Logical
¢— ili Rranch 437
PN ﬁ ] Open
3< Cut
X Delete

The Site tab opens in the Workspace.
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2 Click the Cameras sub-tab.

Site = Cameras Business Analytics

Name T | Operations Audit | People Counting | Queue Length | Dwell Time
Analog channel 01 v v
Analog channel 02 v v

Analog channel 03 v v v

3 In the Operations Audit column, select the check boxes corresponding to the
cameras you want to add to the feature.

T | Operations Audit | P

Analog channel 01

Analog channel 03

4 Click the Save [§] button to save and apply the changes.
5 Click the Site sub-tab.

6 In the Operations Audit Image Download section, select the Enable check box to
allow downloading snapshots from the cameras configured for the Operations Audit
feature.

Operations Audit Image Download
Enable Scheduler

ﬂkHD download Al days scheduler -

Frequency
« 9 » 30 Minutes

7 Select the HD Download check box to download high definition snapshots, if
available.

Notes:

* If high definition images are not available, Searchlight downloads standard
definition images.
 This option refers to the images that are attached to the Operations Audit notices
and to the instant emails. For more information, see “To remove a notification,
select it in the list, click the Remove button on the toolbar and then click OK.” on
page 47 and “Using Operations Audit” on page 141
8 Select a configured schedule from the Scheduler list.

Note: For more information about creating and customizing schedules, see “Creating
Schedules” on page 42.

Scheduler

Schedule L.A. Store
None
OpsAuditSchedularl
Schedulep A, Stors
Working Days
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9 To configure how frequently snapshots are downloaded in every time interval, select
the interval on the timeline, and then move the Frequency slider. Searchlight
downloads snapshots with the configured frequency.

Frequency
1 b 1 Hour

10 Click the Save m button to save and apply the changes.

Customizing Business Analytics Reports

Searchlight works in concert with the video analytics available on the Brickstream 3D
sensors and the MegaPX Analytics Indoor Dome cameras to generate custom Business
Analytics reports based on the People Counting, Queue Length, and Dwell Time
analytics.

Important Notes:

*  You must add one or more Brickstream 3D sensors or MegaPX Analytics Dome to a
site to customize Business Analytics reports.

 Before adding a Brickstream 3D sensor or a MegaPX Analytics Dome camera to a site
for the Business Analytics feature, ensure the analytic required for the report (People
Counting, Queue Length, or Dwell Time) is properly configured on the device.

 There are five report labels that are created by default. You can customize them or
create new ones on the Searchlight Settings tab. For more information, see
“Managing Report Labels” on page 103.

e Searchlight is not compatible with the March Networks video analytics included on
the legacy Edge 1 and 4 encoders, CamPX, CamPX MiniDome, and XDome cameras.

Select your configuration:

*  “Customizing the Labels for Detection Zones” on page 52
“Customizing a People Counting Report” on page 54

¢ “Customizing a Queue Length Report” on page 56

*  “Customizing a Dwell Time Report” on page 57

Customizing the Labels for Detection Zones

Searchlight supports up to four detection zones for each analytic and you can select
which zones you associate to a report. You can customize the labels for each zone: the
labels appear in Business Analytics report when you drill down the data in the Filter By
panel. For more information, see “Customizing Business Analytics Reports” on page 109.

To customize the label of a detection zone
1 In the Logical tree, right-click a site and select Open.

The Site tab opens in the Workspace.
2 Click the Cameras sub-tab.
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3 Click the Expand + button on the left of the camera to configure its detection zones.

Site Cameras Business Analytics

MName ¥ | Operations Audit | People Counting | Queue Length | Dwell Time
+ = + v v v
-& mm¢ IP Camera 1 v L L 4

The Detection Zone panel appears below the camera.

Note: The Default Name column lists the label for the detection zone configured on
the camera; the Display Name column lists the label for the detection zones
configured on Searchlight.

Zone Names
Zone 1 Zone 1
Zone 2 Zone 2
Zone 3 Zone 3
Zone 4 Zone 4

4 |In the Display Name column, double-click the label you want to customize.
5 Enter the customized label and press the ENTER key.
The next label is automatically selected.
6 Customize the remaining labels, if needed.
7 Repeat steps 3-6 to customize the labels for a different camera.

Site Cameras Business Analytics

Name ¥ | Operations Audit | People Counting  Queue Length =Dwell Time
— ® Camera 1 v 4 v ~
Zone Names
Zone 1 Entrance 1
Zone 2 Entrance 2
Zone 3 Information Desk
- - L + L g
Zone Names
Zone 1 Emergency Exit
Zone 2 Main ATM
Zone 3 Teller 1
Zone 4 Teller 2

8 Click the Save [§] button to save and apply the changes.
The labels now appear in Business Analytics reports.
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Queue Length Waiting Time
L
I 1 |
Max Queue Length Max Waiting Time
Falter by number of people seconds
Site: Report Label )
o $1-E | a |
i, | All Cameras and Zones ‘
Camera 1 - Entrance 1
v Camera 1 - Information Desk
v 1P Camera 1 - Emergency Exit
4 1P Camera 1 - Main ATM
Customer Served Total Customer Wait Time
I I
L

viewby = ﬂa B4 summary

Customizing a People Counting Report

Searchlight is able to generate detailed reports and charts based on the People Counting
video analytic. For example, it is possible to generate a chart about the average number
of visitors in the site.

Note: The Default People Count report is automatically added to the list. The default
report for a site includes data from all of the configured analytics sensors or cameras in
the site and from all of the zones configured on the devices. To display the report on the
Business Analytics page, you must select a Report Label from the list. You can directly
access the Searchlight Settings tab by clicking the Settings button on the Business
Analytics sub-tab.

Name T | Report Label T
Default People Count

Default Queus Length UnaSSiQnE
2 Measul

Entrance
Exit
New Report Label

Default Dwell

To customize a People Counting Report
1 In the Logical tree, right-click a site and select Open.

The Site tab opens in the Workspace.
2 Click the Cameras sub-tab.
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3 In the People Counting column, select the check boxes corresponding to the analytic
cameras you want to add to the report.

Site = Cameras  Business Analytics

Name T | Operations Audit | People Counting | Queue Length | Dwell Time
Analog channel 01 % ||

4  Click the Save m button to save and apply the changes.
5 Click the Business Analytics sub-tab.

Site  Cameras  Business Analytics

¥ | Report Label :] ¥ | Camera 1 Telecamera 6
Default People Count 2 Measures - People Counting Report  Visitors In, Visitors Enabled -~ Enabled -~
Default Queus Length  Main desk - Queue Length Report  Customer Waiting, Queue Length, Total Customer! Enabled - Enabled -~
Default Dwell Secondary Area -~ Dwell Time Report Total Visitor Dwell Time, Avg Dwell Time, Max Visit  Enabled -~ Enabled -~

6 Click the Add Report g button on the toolbar.
The new report is added to the list.

Site Cameras Business Analytics

+
T | Report Label e T | Camera 1 Telecamera 6
Default Dwell Secondary Area -~ Dwell Time Report Total Visitor Dwell Time, Avg Dwell Time, Max Visit  Enabled -~ Enabled -
Default People Count 2 Measures - People Counting Report  Visitors In, Visitors Enabled -~ Enabled -
Default Queus Length  Main desk - Queue Length Report  Customer Waiting, Queue Length, Total Customer! Enabled - Enabled -
Report 0 Entrance - People Counting Report  Visitors Out, Visitors Disabled -~ Disabled -

7 Double-click the Name field and enter a descriptive name for the report.
8 Select a label related to the People Counting analytic from the Report Label list.

Note: The Type and KPI columns are automatically updated according to the label
selected.

9 For each analytic camera added to the site, select the check boxes corresponding to
the detection zones from the drop down list.

Enabled (2 Zones) -

+ Enfrance 1
Entrance 2
Information Desk
arkir!g Lot
Notes:

* Detection zones are configured directly on the Brickstream 3D sensor or on the
MegaPX Analytics Dome camera.

* Select Disabled to remove the camera from the report.
10 Repeat steps 6-9 to create additional People Counting reports.

Note: To remove a report, select it in the list, and then click the Remove [ button.
11 Click the Save m button to save and apply the changes.
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Creating Sites

Searchlight is able to generate detailed reports and graphics based on the Queue Length
video analytic. For example, it is possible to generate a graphic about the average
number of people in a queue or about the average time spent by a person in a queue in

front of an ATM.

Note: The Default Queue Length report is automatically added to the list. The default
report for a site includes data from all of the configured analytics sensors or cameras in
the site and from all of the zones configured on the devices. To display the report on the
Business Analytics page, you must select a Report Label from the list. You can directly
access the Searchlight Settings tab by clicking the Settings button on the Business

Analytics sub-tab.

Name T | Report Label T

Default People Count  Unassigned -

Osfut Quee Lot
Default Dwell Unassigned

Main desﬁ
Secondal¥ Desk

To customize a Queue Length Report
1 |In the Logical tree, right-click a site and select Open.

The Site tab opens in the Workspace.
2 Click the Cameras sub-tab.

3 In the Queue Length column, select the check boxes corresponding to the analytic

cameras you want to add to the report.

Site = Cameras  Business Analytics

Name T | Operations Audit | People Counting | Queue Length | Dwell Time
Analog channel 01 [ ] Iﬂ}

4 Click the Save m button to save and apply the changes.
5 Click the Business Analytics sub-tab.

Cameras  Business Analytics

Telecamera 6

T | Report Label o ¥ | Camera 1
Default People Count 2 Measures - People Counting Report  Visitors In, Visitors
Default Queus Length  Main desk - Queue Length Report  Customer Waiting, Queue Length, Total Customer
Default Dwell Secondary Area -~ Dwell Time Report Total Visitor Dwell Time, Avg Dwell Time, Max Visit

6 Click the Add Report button on the toolbar.
The new report is added to the list.

Site Cameras Business Analytics

+
T | Report Label e T | Camera 1
Default Dwell Secondary Area -~ Dwell Time Report Total visitor Dwell Time, Avg Dwell Time, Max Visit
Default People Count 2 Measures - People Counting Report  Visitors In, Visitors
Default Queus Length  Main desk - Queue Length Report  Customer Waiting, Queue Length, Total Customer
Report 0 Entrance - People Counting Report  Visitors Out, Visitors

Enablad

4

4

Enabled
Enabled -

Telecamera 6

Enabled

Ll

Enabled

Ll

Enabled -
Disabled

Ll

7 Double-click the Name field and enter a descriptive name for the report.
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8 Select a label related to the Queue Length analytic from the Report Label list.
Note: The Type and KPI columns are automatically updated according to the label
selected.

9 For each analytic camera added to the site, select the check boxes corresponding to
the detection zones from the drop down list.

+ Enfrance 1
Entrance 2

Information Desk
Parking Lot

Notes:

+ Detection zones are configured directly on the Brickstream 3D sensor or on the
MegaPX Analytics Dome camera.

* Select Disabled to remove the camera from the report.
10 Repeat steps 6-9 to create additional Queue Length reports.

Note: To remove a report, select it in the list, and then click the Remove [ button.
11 Click the Save m button to save and apply the changes.

Customizing a Dwell Time Report
Searchlight is able to generate detailed reports and graphics based on the Dwell Time

video analytic. For example, it is possible to generate a graphic that tracks the average
time that visitors stop in front of a monitor.

Note: The Default Dwell report is automatically added to the list. The default report for a
site includes data from all of the configured analytics sensors or cameras in the site and
from all of the zones configured on the devices. To display the report on the Business
Analytics page, you must select a Report Label from the list. You can directly access the
Searchlight Settings tab by clicking the Settings button on the Business Analytics
sub-tab.

Name T | Report Label

Default People Count  Unassigned -
Default Queus Langth  Unassigned -

ot v

Unassigned
Main Area [%
Secondary Area

To customize a Dwell Time Report
1 In the Logical tree, right-click a site and select Open.

The Site tab opens in the Workspace.
2 Click the Cameras sub-tab.



Creating Sites

3 In the Dwell Time column, select the check boxes corresponding to the analytic
cameras you want to add to the report.

Site = Cameras  Business Analytics

Name T | Operations Audit | People Counting | Queue Length | Dwell Time
Analog channel 01 I:Td}

4  Click the Save E button to save and apply the changes.
5 Click the Business Analytics sub-tab.

Site  Cameras Business Analytics

¥ | Report Label :] ¥ | Camera 1 Telecamera 6
Default People Count 2 Maasures ~  People Counting Report  Visitors In, Visitors Enabled ~ Enabled ~
Default Queus Length  Main desk - Queue Length Report  Customer Waiting, Queue Length, Total Customer! Enabled - Enabled -~
Default Dwell Secondary Area -~ Dwell Time Report Total Visitor Dwell Time, Avg Dwell Time, Max Visit  Enabled -~ Enabled -~

6 Click the Add Report g button on the toolbar.
The new report is added to the list.

Site Cameras Business Analytics

Report Label e T | Camera 1 Telecamera 6
Default Dwell Secondary Area -~ Dwell Time Report Total Visitor Dwell Time, Avg Dwell Time, Max Visit  Enabled -~ Enabled -
Default People Count 2 Measures - People Counting Report  Visitors In, Visitors Enabled -~ Enabled -
Default Queus Length  Main desk - Queue Length Report  Customer Waiting, Queue Length, Total Customer! Enabled - Enabled -
Report 0 Entrance - People Counting Report  Visitors Out, Visitors Diszbled -~ Disabled -

7 Double-click the Name field and enter a descriptive name for the report.
8 Select a label related to the Dwell Time analytic from the Report Label list.

Note: The Type and KPI columns are automatically updated according to the label
selected.

9 For each analytic camera added to the site, select the check boxes corresponding to
the detection zones from the drop down list.

Enabled (2 Zones) -

+ Enfrance 1
Entrance 2
Information Desk
arkir!g Lot
Notes:

* Detection zones are configured directly on the Brickstream 3D sensor or on the
MegaPX Analytics Dome camera.

* Select Disabled to remove the camera from the report.
10 Repeat steps 6-9 to create additional Dwell Time reports.

Note: To remove a report, select it in the list, and then click the Remove [ button.
11 Click the Save m button to save and apply the changes.
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Creating an ATM in a Site

Creating an ATM in a Site

After you create a site, you can populate it with all of the ATMs that are installed in the
site.

Note: A single site can include up to 50 ATMs or teller workstations.

To create an ATM in a site

1

In the Logical tree, right-click a site and select Open.
The Site tab opens in the Workspace.

Click the Add Terminal button on the toolbar under the Site Properties section
and select ATM.

X

A Teller

The new ATM is added to the list.
Enter a descriptive name for the ATM in the Terminal Name field.

Terminal Name

Terminal ID

Text Channel

Enter the ATM identification number in the Terminal ID field.

If transaction data is not stored in a centralized location and is downloaded directly
from NVRs connected to ATM through the serial interface, do the following:

a In the Text Channel section, click the Select button.
Note: The button is enabled only if one or more NVRs have a dataport active.
The Select Text Channel dialog box appears.

Select Text Channel

b Select an available DVR from the list.
c Select an available Text Channel on the NVR from the list.

Note: The list is populated only if two or more text channels are configured on the
same device.

d Click Ok to add the text channel to the ATM.

6 (Optional) Enter a custom description or notes in the Terminal information field.
7 Click the Save m button to save and apply the changes.
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Creating a Teller Workstation in a Site

Creating a Teller Workstation in a Site

After you create a site, you can populate it with all of the teller workstations that are
present in the site.

Note: A single site can include up to 50 ATMs or teller workstations.

To create a teller workstation in a site
1 In the Logical tree, right-click a site and select Open.

The Site tab opens in the Workspace.

2 Click the Add Terminal button on the toolbar under the Site Properties section
and select Teller.

) amm !

é Teller
A

The new teller workstation is added to the list.
3 Enter a descriptive name for the teller workstation in the Terminal Name field.

Terminal Name

Terminal ID

Text Channel

4 Enter the teller workstation identification number in the Terminal ID field.
5 (Optional) Enter a custom description or notes in the Terminal information field.
6 Click the Save m button to save and apply the changes.

Associating Cameras and Alarms to ATMs and Teller
Workstations

After you create a new ATM, you can associate up to four cameras and an alarm to it;
after you create a teller workstation, you can associate up to four cameras to it. Cameras
are used by Searchlight to associate the relevant video to every transaction made on the
ATM/teller, while alarms associated to ATMs are used in the Security Audit
(see“Customizing Security Audit Reports” on page 153) and Business Rules Summary
pages (see “Creating and Customizing Business Rules” on page 124).

Important: To set up the ATM Skimming, Cash Harvesting, Withdrawal Pattern, and
Report (with alarm state) business rules, you must associate an alarm that detects the
presence of a customer in front of the ATM. The alarm can be triggered by a physical
device or by a video analytic (for example the Presence Detection analytic on the
MegaPX ATM camera or the Loitering analytic on 8000 Series Hybrid NVRs). For more
information, see “Creating Business Rules” on page 123.

To associate cameras and an alarm to a site
1 In the Logical tree, right-click a site and select Open.
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5

Creating a Teller Workstation in a Site

The Site tab opens in the Workspace.
Select one or multiple cameras and/or ATM alarm in the System or Logical tree.

Note: You can associate up to four different cameras to an ATM or a teller
workstation, and a single alarm to an ATM. You cannot associate alarms to teller
workstations.

Drag the selected resources to the ATM/teller in the Logical tree.

(+] Logical

©- i Bank 1

| |» gﬂmi.

Multiple Items (2)
g’,z_ T#dd To ATM 1
The resource icons appears under the ATM/teller icon; the cameras also appear in the
Associated Cameras field in the Site tab.

(Assodated Cameras (4 of 4)

Main | Name

® Analog channel 13 System/6700_Stanzino

= Camera 1 System/RDMPMAGNIZD/N/A
™ Camera 2 System/ROMPMAGNIZD/N/A
= Camera 5 System/RDMPMAGNIZD/N/A

In the Associated Cameras field, select the Main check box corresponding to the a
camera associated to the ATM/teller to automatically save a snapshot for every
transaction executed.

Click the Save m button to save and apply the changes.

Deleting ATMs and Teller Workstations

You can delete an ATM or a Teller workstation, removing it from the list.

To delete an ATM or a Teller workstation

1

In the Logical tree, right-click a site and select Open.

The Site tab opens in the Workspace.

Select the ATM/Teller you want to delete.

Click the Remove = button on the toolbar under the Site Properties section.
A warning dialog box appears.

Click OKk.

The ATM/Teller is deleted and is removed from the site.
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Chapter 6

Customizing Transaction Reports

The Transaction Reports page allows you to create and customize reports using the

available data and the relevant video received by the configured sites/branches, ATMs,
and teller workstations.

This chapter contains the following sections:

« “Overview” on page 63

*  “Accessing the Default Reports” on page 64
 “Customizing a Report” on page 66

*  “Managing Reports” on page 71

"Setting the KPI Badge on the Home Page” on page 78
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Overview

Overview

The Transaction Reports page allows you to view and customize reports based on the
available data and the relevant video received by the configured sites, ATMs, and teller
workstations. You can customize a report by selecting a specific timeframe, filtering by
columns, filtering by data and by sorting columns and data. After you customize the
report you can save it, export it as a Comma Separated Value (.csv) file compatible with
Microsoft Excel’, and also mark it as a favorite to automatically display it on the
Transactions Summary page.

The Transaction Reports page is divided into three main graphical areas.

Searchiight
B TN Past 7 Days 2 R I TSN d ATM Transactions 4~ R - > IE{ =

Amount ¥ | Card Bank Number ¥ | Card Number ¥ | ExtBool 1 Ext Bool 2 | Ext Bool 3 | Transaction End (Local) Transaction Start (Local) ExtNum1 ¥ |ExtNum2 ¥ Exif

X 4 -

A
(@)
ol 55,03 1307148211 1990219014 03/04/2020 09:27:41 03/04/2020 09:27:14
Q 60,50 0508271069 1556509885 03/04/2020 08:07:42 03/04/2020 08:06:09
76,06 1250762222 1274496543 03/04/2020 07:48:19 03/04/2020 07:48:01
$’ 50,02 1501009281 0856272948 03/04/2020 06:14:47 03/04/2020 06:12:49
29,56 0157191705 0172588152 03/04/2020 04:38:47 03/04/2020 04:36:52 Re p O rt A rea
o 47,30 1187098462 1372431565 03/04/2020 03:26:35 03/04/2020 03:25:49
@ 13,83 1843614007 1319338102 03/04/2020 03:17:13 03/04/2020 03:14:03
e fd.34 1627043737 0911796664 03/04/2020 12:37:25 N3/04/2020 02:33:25

f2 3 456 7 8 9 10)»

DTP Bank
ATM Street
03/04/2020 03:24:47
i

Site Name

Terminal

Date/Time

Transaction Number

4
REG
FE
0831869717

Transaction Sequence

Transaction Type

Transaction Subtype

Card Number

Card Bank Number 0991275045
Amount 16,80

From Account 0258563741
Status Code DERV
Transaction Video Area

Details
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Accessing the Default Reports

ATM Transactions and Teller Transactions are the default reports that include all the data
received by the sites and respectively ATMs and teller workstations added to Searchlight.
It also includes every possible column regarding data that can be acquired from a central

data server.

To access the default reports
1 From the Searchlight home page, click the Transaction Reports tile.

The Transaction Reports page appears.

@ searchiight B
A o I - o o DT R ¥
Base Filters: Adtive Filters:
@ Account Bank Number ¥ | Account Number ¥ | Amount T | Customer Id ¥ | Customerld Type ¥ | Ext Bool 1| Ext Bool 2 | Ext Bool 3 | Transaction End (Local) Transaction Start (Local) | Ext Num 1

No transactions were found for the selected report and the selected time period.

Note: Each user can set its own default query for the Transaction Reports page (see
"Setting the Default Query for the Transaction Reports Page” on page 71): after
clicking the tile, the default query is automatically performed.

2 To specify the time frame of the data you want to view in the report, click the Time
Period I'i'l| button on the Reports toolbar and do one of the following:

* Select a predefined time frame from the list (first six options).
|Past 24 Hours
Today
Yesterday Predefined
Time Frames

Past 7 Days
Past 14 Days
Past 30 Days —

Select Date
Select Range



Accessing the Default Reports

 Click the Select Date option to select a specific day from the calendar field
displayed. Click Apply to confirm the selection.

4 July 2014 vl
Sun Mon Tue Wed Thu Fri Sat I
20 .30 1 2 3 4. 5

6 7 8 9 10 11 12
13 14 15 16 17 18 19
20 24 25 2%
27 28 29 30 31 1 2
SR G

B 9
Apply Cancel

* Click the Select Range option to select a custom time frame from the calendar
fields displayed. Click Apply to confirm the selection.

4 April 2014 | o« July 2014 »
Sun Mon Tue Wed Thu Fri Sat || Sun Mon Tue Wed Thu Fri Sat
N ST A 209 300 12 2 3 4 5
6 7 | 9 10 11 12 6 7 8 9 10 11 12
13 14 15 16 17 18 19 13 14 15 16 17 18 19
20 21 22 23 24 25 26 20 21 | 23 24 25 26
27 28 29 0 1 2 3 27 28 29 30 31 1 2
4 5 & 7 8 9 10 i 4 5 6 7 8 49

« Click the button to move the selection to the previous predefined or custom
time frame.

 Click the n button to move the selection to the next predefined or custom time
frame.

3 Select ATM Transactions or Teller Transactions from the Reports list.
4  Click the Search button.
The selected default report appears on the page.

@ searchignt X g
ﬁ QLTET Past 7 Days (R D] . ATM Transactions M~ R- 27 # =

Amount T Card Bank Number ¥ | Card Number 7 ExtBool 1 Ext Bool 2 Ext Bool 3| Transaction End (Local)  Transaction Start (Local) ExtNum1 7 ExtNum2 ¥

@)
o 55,03 1307148211 1990219014 03/04/2020 09:27:41 03/04/2020 09:27:14
E 60,50 0508271069 1556500885 03/04/2020 08:07:42 03/04/2020 08:06:09
76,06 1250762222 1274496543 03/04/2020 07:48:19 03/04/2020 07:48:01
*’ 50,02 1501009281 0856272948 03/04/2020 06:14:47 03/04/2020 06:12:49
29,56 0157191705 0172588152 03/04/2020 04:38:47 03/04/2020 04:36:52
0 47,30 1187098462 1372431565 03/04/2020 03:26:35 03/04/2020 03:25:49
@ 13,83 1843614007 1319338102 03/04/2020 03:17:13 03/04/2020 03:14:03
v £4.34 1677043737 19117096664 03/04/2020 07:37:75 N3/04/2020 N2:33:25

3456 78910 P

DTP Bank
ATM Street
03/04/2020 03:24:47
1
i
REG

Site Name

Terminal

Date/Time

Transaction Number

Transaction Sequence

Transaction Type

Transaction Subtype FE
0831869717

Card Number

0991275045
16,80
0258563741
DERV

Card Bank Number

Amount

From Account
Status Code
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5 You can navigate within the report using the navigation toolbar.

I 2 3 4 .|

Customizing a Report

The ATM Transactions and Teller Transactions reports include all the data received by
the sites and their ATMs or teller workstations added to Searchlight. It also includes every
possible column regarding data that can be acquired from a data server. You can
customize the default reports or a previously saved report by filtering the data and
sorting the column lists with a different order. You can also rename column headers,
move the column position, and show or hide column lists.

Note: To revert changes on a report, click the Cancel button on the toolbar.
To customize a report, you can perform any of the following operations:

*  “Sorting and Filtering Columns” on page 66

«  “Moving a Column List” on page 69

*  “Hiding or Showing Column Lists” on page 69

*  “Renaming Column Headers” on page 70

 “Saving a Report” on page 70

Sorting and Filtering Columns

You can sort and filter data in all column lists on a report.

Sorting in Columns

You can alphabetically or numerically sort a column list (depending on the content of the
list).

To sort in a column
1 Click on a column header to show the Sort icon and automatically sort the
elements in the column list in ascending alphabetical or numerical order.

2 Click the Sort icon to automatically sort the elements in the column list in descending
alphabetical or numerical order.

3 Click the Sort icon again to hide the icon and reset the column to the original
unsorted status.



Filtering in Columns

Customizing a Report

You can filter data in multiple column lists to show only specified list values.

To filter in a column

1 Select a column header and click the Filter §f icon.

Card Bank Number T | Card Numbe
12345678 5329
The Filter dialog box appears. The filtering options depend upon the content of the

column; for example, some columns do not offer the check boxes, while the Site and
Terminal columns do not offer the drop-down list for the text filter.

ard Number ¥ | End Time (Site Time) End

9919 W Select all *
019 5329
0919 e
B197
0919
9919
0919
Show rows with value that
0919
Is equal to -
0919
0919
5370 Filter Clear Flter

To filter using the check boxes (if available), select one or more check boxes or click
Select all to select all column elements.

Note: If the number of different entries in a column is too large, the check boxes do
not appear.

To configure a text filter, click the Show rows with value that drop-down list and select
a filter expression.

Note: The available options change according to the type of column.

Operator T | Operator Name ¥ | Refund Am

W Select all

208942 258011 I
208942 264170
247916 287021 Transaction Number ¥ | Transaction Type ¥ | Void Amoi
179410 '597 Show rows with value that X
247916 =
178248 37 Is greater than
286734

Has Void T | Cancelled ¥ | Offline T | Refund

| Show rows with value that

Show rows with value that @

77

283791 B equal to -

283791 | 1s equal to = Is True

283791 | Is not equal to 774 15 equal to Is True
sgazgy | Starts with 70 iz I’:;:‘;':::' &0 Is False
Ends with A 1s Empty
283791 | ontains Is less than or equal to Is Not Empty
?58319 | Does not contain 37:15 greater than
Tolose than 37 Is greater than or equal to
Is less than or equal to
Is greater than
Is greater than or equal to
Text Column Number Column Boolean Column
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Customizing a Report

4 |If applicable, enter a filter criteria in the text box.
Notes:

For some columns with values you can also set two filters to specify a number

between two set values (for example, you can filter the report to show only the
transactions between $10 and $20).

Ehow rows with value that x

Is greater than -

10

Is less than -

20

* The Site and Terminal columns do not offer the drop-down list for the text filter
and allows you to enter values in the Find Values That Contain text box.

Site T | Tender Type ¥ | Terminal T T
507 I Select all X

5079
5079
5518
5518
5079

2168 Find Values That Contain
e I
3168 Filter Clear Filter
5 Click Filter.
The column list displays only those transaction details that match the specified filter
criteria.
Notes:

*  You can filter data in multiple column lists at the same time.
 The filters are applied also after changing the time frame for the report.

« Toremove all existing filters from a selected list column, open the Filter dialog box
and click Clear Filter.

e To remove all existing filters from the report, click the Remove Filters Ll button
on the Reports toolbar.
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Customizing a Report

Moving a Column List

You can move any column list on a report.

To move a column list

 Drag the column header to a new position on the report before or after another
header. The column list moves to the selected position.

Card Banl Membor T O3rd Number 7
Card NL'Eber ¥

H19.

12345678 9919

123456

Hiding or Showing Column Lists

You can show or hide any column list in a report.

To hide or show a column list
1 Click the Configure Columns button on the Reports toolbar.
The Configure Columns dialog box appears.

Configure Columns

Display Name T | IsVvisble T
Amount

Card Bank Number
Card Number

Ext Bool 1

Ext Bool 2

Ext Bool 3

Transaction End (Local)
Transaction End (UTC)

il

Transaction Start (Local)

RS S]] R S]] R

Transaction Start (UTC)

Ok  Cancel
2 Do one of the following:

* In the Is Visible column, clear the check box corresponding to the column list you
want to hide.

* Inthe Is Visible column, select the check box corresponding to the column list you
want to show.

3  Click Ok to apply the changes and close the dialog box.
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Customizing a Report

Renaming Column Headers

You can rename any column header with a descriptive name.

To rename column headers
1 Click the Settings button.

@y SETTNGS

The Searchlight Setting tab opens.
2 Click the Column Names sub-tab.

General  Business Rules  Schedulers  Email Notifications ~ Column Names

Default Name T | Report Type ¥ | Display Name

Amount ATM Amount

Card Bank Number ATM Card Bank Number
Card Number ATM Card Number

Ext Bool 1 ATM Ext Bool 1234

Ext Bool 2 ATM Ext Bool 2

Ext Bool 3 ATM Ext Bool 3

Transaction End (Local) ATM Transaction End (Local)
Transaction End (UTC) ATM Transaction End (UTC)
Transaction Start (Local) ATM Transaction Start (Local)
Transaction Start (UTC) ATM Transaction Start (UTC)

Click the column header you want to rename in the Display Name column.
Type a new name and press Enter.

Click the Save m button to save and apply the changes.

Close the Searchlight Settings tab.

o 01 MW

Saving a Report

After you customize a report you can save it and add it to the reports list. You can also
mark a report as a favorite to automatically display it on the Transactions Summary page
and to move it to the top of the Reports list.

Note: When a report is saved, it is not automatically visible to other users connected to
Searchlight. The report is added to the list only after the users log out and then log on
again to Searchlight.
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Managing Reports

To save a report

1

Click the Save As ﬁ button on the Reports toolbar.
The Save Report dialog box appears.

Save Report x

Report Name:
ATM Transactions - April 20/

Is Public
Save = Cancel

Enter a descriptive name for the custom report in the Report Name field.

Note: You cannot save a custom report using the name of the default report, ATM
Transactions or Teller Transactions.

Do one of the following:

e Select the Is Public check box to share the customized report with every
Searchlight user with the Reports - Edit or Reports - View user rights. The user
who created the report is the owner, only the report owner or the Superadmin
user can modify or delete a public report.

Note: If a public report was created with a previous Searchlight version, the
report does not have an owner and can be modified or deleted by every user.

e Clear the Is Public check box to make the customized report visible to the current
user only.

(Optional) After you save the custom report, you can mark it as a favorite. To mark a
report as a favorite, click the Set as Favorite button on the Reports toolbar.

By marking the report as favorite, you move the report to the top of the Reports list
and add it to the list of reports that are compared on the Transaction Summary page.

Managing Reports

After you customize and save a report, you can perform the following operations:

“Setting the Default Query for the Transaction Reports Page” on page 71
“Viewing the Video Associated to a Transaction” on page 72

“Changing the View Mode” on page 74

“Exporting Reports” on page 76

“Viewing the Transactions Related to a Transaction” on page 76
“Deleting Reports” on page 78

Setting the Default Query for the Transaction Reports Page

Searchlight allows you to save a default query for the Transaction Reports page: after
clicking the tile, the default query is automatically performed.

Note: It is possible to save a different default query for each user.
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Managing Reports

To set the default query for the Transaction Reports page

1

In the Transaction Reports page, access a saved report and perform a query, as
described in the previous sections.

Click the arrow near the Search with default Parameters [JJJ§ button on the toolbar
and select Set as Default.

The query is saved and performed each time you access the Transaction Reports
page on a new session or each time you click the Search with default Parameters
button.

Notes:

*  When a default query is saved the Search with default Parameters button is
highlighted.

« To remove the default query, click the arrow near the Search with default
Parameters J288 button on the toolbar and select Clear Default.

Viewing the Video Associated to a Transaction

Every transaction in a report is associated to the relevant recorded video from the
cameras added to the ATM/teller workstation and to the relevant text transmitted by the
ATM/workstation. For more information about adding cameras to an ATM or a teller
workstation, see “Associating Cameras and Alarms to ATMs and Teller Workstations” on
page 60.

To view the video associated to a transaction

1
2

In the Reports page, access a saved report.
Select a transaction row in the report.

The transaction data appears on the Transaction Details area, while the video
recorded by the first camera added to the ATM or teller workstation appears in the
Video Area.

b
)
0
e
0
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If two or more cameras are associated to the ATM/teller workstation, select the
camera from the list on the Playback toolbar in the camera panel.

MegaPX WDR Parking -

MegaPX WDR Parking

_MegaPX 5MP Parking

4  Click the Play > | button.

The video starts playing from the selected date and time.

5 (Optional) Click the Open in Tab E button in the upper-right corner of the Video
Area to open the video in a new tab.

6 Adjust the playback controls as required.
The following table describes the buttons in the Playback toolbar.

Toolbar
Button Tooltip Description
Open in a View Opens a View tab that includes the cameras
-~ associated to the ATM or the teller workstation.
Export to Case Opens a Case Management tab that allows you to

export the transaction in a file that includes the
receipt and the related videos and thumbnails. For
more information, see “Managing Cases” on

page 164.
y— Jump Back 10 Activates instant replay.
N, Seconds This button allows you to jump 10 seconds back in
the video.
Go To Start Goes to the beginning of the recorded video.
Pause Pauses video playback.
Play Plays the video.
Play Forward When in archive mode, fast forwards the video.

Note: Click multiple times to increase the speed.

When the playback is paused, jumps to the following
frame (frame-by-frame mode).

Go To End Goes to the end of the recorded video.




Changing the View Mode

The Transaction Reports page features three different view modes:

* Grid mode (default view mode).

Amount ¥ | Card Bank Number T | Card Number T | Transaction End (Local)

0.00

93125361

5603

22/02/2015 05:15:56 PM

Transaction End (UTC)

22/02/2015 10:15:56 PM

Transaction Start {(Local)

22/02/2015 05:15:56 PM

Managing Reports

Transaction Start (UTC)

22/02/2015 10:15:56 PM

0.00 71783301 3223 22/02/2015 02:36:08 PM  22/02/2015 07:36:08 PM  22/02/2015 02:36:08 PM  22/02/2015 07:36:08 PM
0.00 83625866 9450 22/02/2015 02:34:52 PM  22/02/2015 07:34:52 PM  22/02/2015 02:34:52 PM  22/02/2015 07:34:52 PM
0.00 14721593 4095 22/02/2015 02:29:36 PM  22/02/2015 07:29:36 PM  22/02/2015 02:29:36 PM  22/02/2015 07:29:36 PM
0.00 68927577 9403 22/02/2015 02:28:45 PM  22/02/2015 07:28:45 PM  22/02/2015 02:28:45 PM  22/02/2015 07:28:45 PM

The data is collected in a customizable table.
e Thumbnail mode.

& 20/01/2015 03:12:57 PM = 20/01/2015 03:14:01 PM
1 1

&

0/01/2015 03:15:12 PM

2
1

o

The data is collected in a grid of thumbnails. Every thumbnail represents a transaction
and displays a snapshot taken at the transaction time, basic information about the
transaction date and time and the ATM/workstation ID. The thumbnail view mode
also allows you to delete one or more snapshots from the Archiver.

Note: The snapshot is automatically displayed only if the check box for a camera
associated to the ATM/workstation is selected in the Associated Camera section on
the ATM/Teller section. However, you can manually download the snapshot by
clicking the Download u button on a snapshot. For more information about editing
ATMs and teller workstations, see “Associating Cameras and Alarms to ATMs and
Teller Workstations” on page 60.
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Managing Reports

Receipt mode.

& 20/01/2015 03:15:12 PM = 5329 & 20/01/2015 03:12:57 PM = 9919 & 20/01/2015 03:14:01 PM = 8042
! © $2.00 1 © $2.00 1 © $2.00
ATMID 1 ATMID 1 ATMID 1

Date/Time 20/01/2015 03:15:12 PM Date/Time 20/01/2015 03:12:57 BM Date/Time 20/01/2015 03:14:01 PM
Transaction Sequence 213 Transaction Sequence 195 Transaction Sequence 237

Transaction Type Accounts Transfar Transaction Type Deposit Transaction Type Accounts Transfar
Transaction Subtype horized by Destinzt ion Subtype horized by Destinzt ion Subtype horized by Destinzt
Card Number 5329 Card Number 3919 Card Number 049

Card Bank Number: 12345678 Card Bank Number: 12345678 Card Bank Number: 12345678

Amount £2.00 Amount 32.00 Amount £2.00

STatus Code: Approved STatus Code: Approved STatus Code: Approved

The data is collected in a grid of large receipts. Every receipt represents a transaction
and is divided into three sections:

The upper section displays a snapshot taken at the transaction time. It is also
possible to delete one or more snapshots from the Archiver.

Note: The snapshot is automatically displayed only if the check box for a camera
associated to the ATM/workstation is selected in the Associated Camera section
on the ATM/Teller section. However, you can manually download the snapshot by
clicking the Download u button on a snapshot. For more information about
editing ATMs and teller workstations, see “Associating Cameras and Alarms to
ATMs and Teller Workstations” on page 60

The middle section displays information about the transaction date and time, the
bank card number, the ATM/workstation ID, and the transaction amount.

The lower section displays the text lines transmitted by the ATM or the teller
workstation.

To change the view mode
Click the View Mode E button on the Reports toolbar and select the preferred view
mode.

Note: The view mode is not saved. Every time a report is opened in a new Command
Enterprise session, it reverts to Grid view mode.

To delete snapshots from the Archiver
Change the view mode to Thumbnail or Receipt.

1
2
3

Select one or more transactions in the list.

Click the Remove 3.] button on the report navigation toolbar to delete the snapshots
from the Archiver.

A warning dialog box appears.
Click Yes to confirm the image deletion.
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Exporting Reports

Searchlight allows you to export the report results in a Comma Separated Values (.csv)
file. This file format is fully compatible with Microsoft Excel and similar products.

Note: Searchlight exports data using Unicode (UTF-8) encoding and using semicolons to
separate the values.

To export a report
1 With the report open, click the Export button on the report navigation toolbar.
2 Click Yes.
The Save As window appears.
3 In the Save As dialog box, type a file name and location for the file.
Searchlight exports the report file in a csv file.

Viewing the Transactions Related to a Transaction

Searchlight allows you to view the transactions related to the selected transaction. After
selecting the transaction and filter, Searchlight opens the Related by... tab, containing
the transactions processed in the four days before and the four days after the selected
transaction, if available. The Related by... tab allows you to perform the same operations
as a regular report: view the video associated to a transaction, change the view mode,
and export the transactions in a Comma Separated Value (.csv) file.

Notes:
* It is not possible to sort or filter the transactions in a Related by... tab.

« The Related by... tab is independent from the original report and any operation
performed on the tab does not affect the original report.

You can open the following tabs:

* Related by Site: This tab contains the transactions processed in the same site in the
four days before and the four days after the selected transaction.

« Related by ATM: This tab contains the transactions processed by the same ATM in the
four days before and the four days after the selected transaction.

* Related by Teller: This tab contains the transactions processed by the same teller
workstation in the four days before and the four days after the selected transaction.

To view the transactions related to the selected transaction
1 Select a transaction in a ATM or Teller report.
2 Do any of the following:

e Click the Related Transactions button on the report navigation toolbar and
select one of the available options.

& g

il By Site il By Site
9 By aTM A oy Teller
ATM Report Teller Report



* Right-click the transaction and select one of the available options.

Card Bank Number ¥ | Card Number ¥ | ExtBool1 ¥ | Ext Bool 2 Amount ¥ | Customer Id ¥ | Customerld Type ¥ | Ext Bool 1

E? Find Related Transactions » fif By Site E? Find Related Transactions »

e
120401246 S S 10 By Site
1638291084 1143483860 ™ By AT 17.94 621 A By Teller
ATM Report Teller Report

The Related by... tab opens in the workspace. The tab includes the transaction
processed in the same site, or by the same ATM/Teller in the four days before and the
four days after the selected transaction.

Note: The selected transaction is highlighted in green and the page containing the
selected transaction has an asterisk on the report navigation toolbar.

ExtNum 1 Bt Nom 2 Edhum3 BtSr] Basr2 Basrd e
- + - . [ |

i

2365 1655907721 1999226318
TO2 1262578164 1730565053
DEETERGTRD

0955556777

0135488154 05
14/07/2016 01:37-57 PM

1718 1119571901 1384507787

Termingl 2-1

Dt Time 1470772016 2:02:03 PM
Transaction Mumbrer ]

Traneaction Sequance ]

Transaction Type NRA

Transaction Subtype AC

Card Numbes 07918784

card Bank Number 1153573527

Amount $18.50

From Account 0526545458

Status Code camt

On the Related by... tab you can select any transactions and perform any of the

following operations:

View the video associated to a transaction. For more information, see “Viewing
the Video Associated to a Transaction” on page 72.

 Change the view mode. For more information, see “Changing the View Mode” on
page 74.

 Export the transactions in a Comma Separated Value (.csv) file. For more
information, see “Exporting Reports” on page 76.

Note: The Related by... tab is independent from the original report and any operation

performed on the tab does not affect the original report.



Setting the KPI Badge on the Home Page

Deleting Reports

You can delete a custom report, removing it from the Reports list.
Note: If the report has been marked as favorite or added to a business rule, deleting it
affects the Transactions Summary and Business Rules Summary pages.

To delete a report
1 Access the report you want to delete.

2 Click the Remove EJ button.
A warning dialog box appears.
3 Click Ok.
The report is deleted and is removed from the Reports list.

Setting the KPI Badge on the Home Page

Searchlight allows you to set a KPI Badge on the home page for the Transaction Reports
page. A KPI Badge is associated to a saved report and automatically displays the number
of transactions that have been added to the report in the last 24 hours. You can also set
thresholds to change the badge’s color according to the number of transactions
(green=good; yellow=warning; red=critical).

Note: The KPI Badge is automatically refreshed every 5 minutes or each time the user
logs on to the CES and access the Searchlight application.

To set the KPI Badge on the home page
1 Clickthe Home m button on the side toolbar to return to the Searchlight home page.

The Searchlight home page appears.

March Networks
SEARCHLIGHT ™

) B

TRANSACTIONS SUMMARY TRANSACTION REPORTS

Y

BUSINESS ANALYTICS OPERATIONS AUDIT

@ i o

BUSINESS RULES SUMMARY SECURITY AUDIT
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Setting the KPI Badge on the Home Page

2 Right-click the KPI Badge on the upper-right corner of the tile.

TRANSACTION REPORTS

The Transaction Reports: KPI Configuration dialog box appears.

ﬁ Transaction Reports: KPI configuration x

Report
Select a Report: -

Comparison Versus: @® Above O Below

Thresholds:

oot [ —

3  Select a default report or a saved report from the Report list.
4 |n the Comparison Versus section, select the badge behavior.

Options include Above (the badge is green if the number of transactions in the report
is higher than the threshold for the good status) and Below (the badge is green if the
number of transactions in the report is lower than the threshold for the good status).

5 Set the threshold values for the green (Good) and yellow (Warning) statuses.

Note: If you selected Above, the value for the green status must be higher that the
yellow value. If you selected Below, the value for the green status must be lower that
the yellow value.

6 Click Save to save and apply the changes.
The dialog box is closed and the KPI Badge automatically updated.

TRANSACTION REPORTS

7 Click the KPI Badge to perform the query for the Past 24 Hours timeframe on the
report associated to the badge.
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Customizing Transaction Summaries

The Transactions Summary page hosts the reports dashboards, which allow you to
compare the reports marked as favorite. The page automatically allows you to compare
different reports, generate charts, and export the results as a Comma Separated Values
(.csv) file compatible with Microsoft Excel.

IMPORTANT NOTES:

 Before using the Transactions Summary feature, you must mark one custom report as
favorite and optionally configure up to three favorite columns on it.

*  You can mark up to ten custom ATM reports and ten teller reports as favorite.

* You can add up to ten reports marked as a favorite to the dashboard to compare the
results and charts. Every report marked as a favorite has its own Transaction
Breakdown and Favorite columns on the Site-Teller, ATM, and Teller dashboards.

 The Transaction summary page does no support KPl Badges for the home page.
This chapter contains the following sections:

*  “Transactions Summary Overview” on page 81

« “Adding a Report to the Transactions Summary Page” on page 85

*  “Configuring Aggregate Columns” on page 85

* “Accessing Site-Teller, ATM, and Teller Dashboards” on page 87

*  “Managing Site-Teller Dashboards” on page 90

*  “Managing ATMs and Tellers Dashboards” on page 93



Transactions Summary Overview

Transactions Summary Overview

The Transactions Summary page allows you to compare the total number of transactions
in the specified time frame with customized reports (filtered number of transactions in
the specified time frame). The page allows you to compare different reports, generate
charts, and export the results as a Comma Separated Values (.csv) file compatible with
Microsoft Excel.

The Transactions Summary page is divided into three main graphical areas.

Tiene: Pesiod: [l o)
., AN rows (Count) . Amount (Awerage) i, Card Number (Distint |4, Card Bank Number (D¢
10,74 6
10.74

[ ATM-ATOS- 10620
ATM-ATOS-1062b
ATM-ATOS-1062C
ATM.ATO8- 1624
ATM-ATOS-1062F
[ aTM-ATOS- 10620
ATML

ATML
ATM1-ATO8-1062x
ATML-ATOE-10022

1183

2
1] 2
2 2 Site-Teller/
10,22 1] 2
13,04 4 2 ATM/TeIIer
o 2 2 Dashboard
3 2
L] 2
& 2
3 2
6

11,83
10,754
1140

13,13
Tolal: Total: 103,66 Total: 46

ATM-ATOB-10623 65 ATM-ATOR-1062¢
=N
ATM-ATOE-10620 -65
ATM-ATOS-1062¢ -?]
ATM-ATOE-1062f

ATM-ATO8-1062e
ATM1

- .. 5 g ATM1-ATO8-1062x
n
[ 100 0 0

B nle - lless

L4

ATM-ATOB-162d ATM-ATOS-1062b
a5 65

ATM-ATO08-1062a
&5

ATMI-ATUE- 10622
158

Primary Chart Panel Secondary Chart Panel

You can display three different type of dashboards:

« The Site-Teller dashboard compares the number of total transactions in the report to
the number of transactions executed in the single bank branches in the selected time
frame. For more information, see “Site-Teller Dashboard” on page 82.

e The ATM dashboard compares the total number of transactions processed in the
favorite reports to the number of transactions processed by the specific ATMs in the
selected time frame. For more information, see “ATM Dashboard” on page 83.

* The Teller dashboard compares the total number of transactions processed in the
favorite reports to the number of transactions executed by the different tellers in the
selected time frame. For more information, see “Teller Dashboard” on page 84
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Transactions Summary Overview

Site-Teller Dashboard

The following image and table describe the available columns for a Site-Teller
dashboard.

Time Period: [EaeIlE 6 B BENH Site-Teller

2~ R-
Teller Transactions - all Teller Transactions >50%

la. All rows (Count)

C 242 407
8 4 4 Site-Teller

la. All rows (Count) l&. Amount {Average)

Bank-55 - nawdiﬁed
Bank-27

Total: 483 D Total: 246 Total: 411

Column Column Title Content
A site This column lists the sites that are present in the favorite
reports.
B Transactions This column displays the total number of transactions
Breakdown executed in a site.

These custom columns display data from the favorite
report, aggregated following the user-defined rules.

C Favorite Columns In this example, referring to the first row (Bank 55),
$242 is the average sum of money for all transactions
present in the favorite report processed in the site.

D Total This row reports the sum of the values in each column.
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ATM Dashboard

The following image and table describe the available columns for an ATM dashboard.

B R s LE Past 30 Days

ATM Transadtions - 2 cC

Terminal la.. All rows (Count) |&. Amount {(Average) |, Card Number {Distinct
ATM-ATOE-162d 252 10,22 6
ATMI1-ATOB-1062z 158 13,13 3

ATMI—A‘;R’JZX B o1 cﬁu 6 ATM
ATM-ATOE-1083 65 74 6
ATM-AT08-1062b 65 10,74 6
™ atm1 65 10,74 6
ATM-ATOB-1062¢ 59 11,83 3
ATM1 59 11,83 3
ATM-ATO8-1062f 26 13,04 4
ATM-AT08-1062e 6 D 0,00 3
Total: 846 Total: 103,66 Total: 46

Column Column Title Content
. This column lists the ATMs that have processed

A Terminal - : .
transactions in the favorite report.

B Transactions This column displays the total number of transactions

Breakdown executed processed by ATMs in a favorite report.
These custom columns display data from the favorite
report, aggregated following the user-defined rules.

Favorite Columns . . .

C In this example, referring to the first row (ATM 162d),
$10,22 is the average sum of every transaction
processed by the ATM with amounts less than $20.

D Total This row reports the sum of the values in each column.
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Teller Dashboard

The following image and table describe the available columns for a Teller dashboard.

RIS Past 30 Days VA Teller < R -
Teller Transactions - all Teller Transactions >50%

Teller Name Teller Id |&. All rows (Count) 8. Amount (Average) |&. All rows (Count)
Desk 1A 7 387 210 333
Desk 1B 6 96 36 7% Teller
Desk: 2 5 154 D 102 98
DESKA 4 B C 87 25 10
Desk 4] 3 234 187 177
Desk 5K 2 45 14 5

Total: 1003 E Total: 574 Total: 701
Column Column Title Content
A This column lists the names of the teller employees that
Teller Name

have processed transactions in the favorite report.

This column lists the identification numbers of the teller
B Teller Id employees that have processed transactions in the
favorite report.

This column displays the total number of transactions
executed processed by teller workstation in a favorite
report.

C Transactions
Breakdown

These custom columns display data from the favorite
report, aggregated following the user-defined rules.

D Favorite Columns In this example, referring to the first row (teller Desk
1A), $210 is the average sum of every transaction
executed by the teller Desk 1A. with amounts between
$100 and $400.

E Total This row reports the sum of the values in each column.
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Adding a Report to the Transactions Summary Page

Adding a Report to the Transactions Summary
Page

After you save a custom report, you can mark it as a favorite. By marking the report as
favorite, you add it to the list of reports that are compared on the Transactions Summary
page. You can mark up to ten different reports as a favorite.

Notes:
« Reports marked as a favorite are listed in bold in the Reports list.

e Custom reports created from the ATM Transactions default report will be added to
the ATM dashboard.

 Custom reports created from the Teller Transactions default report will be added to
the Site-Teller and Teller dashboards.

To mark a report as a favorite

1 In the Transactions Reports page, access a saved report.

2 Click the Set as Favorite E button on the Reports toolbar to mark a report as a
favorite.

The report is now listed in bold in the Reports list and the button is highlighted in
blue.

Configuring Aggregate Columns

After you mark a report as a favorite, you can also aggregate the data in a column to
automatically perform simple operations like sum, difference, average values, and count
the number of occurrences of a value in a report. You can configure up to three different
favorite columns; the favorite columns are displayed on the Transactions Summary page
only.

To configure an aggregate column
1 Click the Summary Columns button on the Reports toolbar.

The Select Summary Columns dialog box appears.

Set Summary Columns b4

Select columns to be shown in the Transactions Summary

Clear Ok Cancel

2 Select a column from the report from the list on the left side.
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Configuring Aggregate Columns

Note: The list is populated also by columns hidden in the report.

Set Summary Columns b4

Select columns to be shown in the Transactions Summary
*  Void Amount
F'all Training
Void
Items Sold
Operator Clear Ok Cancel

Operator Name
Refund Amount
Shift

Site

Tender Type
Terminal

. TR N ] By

3 Select the operation to be performed on the data in the column from the list on the
right side.

Set Summary Columns b4

Select columns to be shown in the Transactions Summary

- Average

. Count
DistinctCount

4 Repeat steps 2-3 to configure additional favorite columns.

5 Click Ok to close the dialog box.

6 Click the Save m button to save and apply the changes.
Notes:
*  You can perform different operations on the same column.

e To count the number of True or False occurrences in columns with Boolean values
(for example the /s Offline column), you must first filter the report by the desired
value and then configure the favorite column.

e To remove a favorite column from the Transactions Summary page, click the
Remove K! button on the left of the two drop down lists.

« Toremove every favorite column from the Transactions Summary page, click the
Clear button.
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Accessing Site-Teller, ATM, and Teller Dashboards

Accessing Site-Teller, ATM, and Teller
Dashboards

You can access the Site-Teller, ATM, and Teller dashboards by selecting a time frame
and the type of data you want to compare.

Ta access the dashboards
1 From the Searchlight home page, click the Transactions Summary tile.
The Transactions Summary page appears.

@ searchaght g

>

5]

Select 3 time pencd ta vibw IFaAGICHON SUMMAnes

=]
%
o
(©)
0

Note: Each user can set its own default query for the Transaction Summary page
(see "Setting the Default Query for the Transaction Summary Page” on page 90):
after clicking the tile, the default query is automatically performed.

2 To specify the time frame for the dashboard, click the Time Period |'E|| button on the
toolbar and do one of the following:

* Select a predefined time frame from the list (first six options).
|Past 24 Hours
Today
Yesterday Predefined
Time Frames

Past 7 Days
Past 14 Days

Past 30 Days —
Select Date
Select Range
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Click the Select Date option to select a specific day from the calendar field
displayed. Click Apply to confirm the selection.

‘ July 2014 v |
Sun Mon Tue Wed Thu Fri Sat I
1
29 3 1 2 3 4 5
6 7 8 9 10 11 1
13014 15 16 17 18 19
20 2 B 1 BB

27 28 29 30 31 1 2
2o b G TR

7 [+]
oy

Click the Select Range option to select a custom time frame from the calendar
fields displayed. Click Apply to confirm the selection.

4 April 2014 | o« July 2014 »

Fa e 3 R 20300 s 2 a3s g
6 7 jE§ 9 10 11 12 6 7 8 9 10 11 12
13 14 15 16 17 18 19 13 14 15 16 17 18 19
20 21 22 23 24 25 26 | 20 21 23 24 25 26

27 28 29 30 1 2 3 27 28 29 30 3 1 2
4 5 ] 7 B 9 10 3 4 5 6 7 g 9
Apply Cancel

3  Select the type of data you want to compare from the View list:

Select Site-Teller to compare the number of total transactions in the report to the
number of transactions executed in the single sites in the selected time frame.

Select ATM to compare the number of transactions executed in a site to the
number of transactions processed by ATMs in the selected time frame.

Select Teller to compare the number of transactions executed in a site to the

number of transactions processed by teller workstations in the selected time
frame.



4 Click the Search button.
The data appears on the page.

Time Period: &Nk

(B LA Site-Teller

Teller Transactions - all

la. All rows (Count)

la. Amount {Average)

< R-

Teller Transactions >50%

la. All rows (Count)

Bank-55 - name modified
Bank-27

FEEEEEE

FEEEEE

475

Rk o Past 30 Days

ATM Transadions - 2 cc

o, All rows (Count)

ATM-AT0B-162d
ATM1-ATO8-1062z
ATM1-ATO8-1062%
ATM-ATOB-1062a
ATM-AT08-1062b
ATM1
ATM-ATOB-1062c

252
158
91
65
65
65
29

RLTRE T Past 30 Days

Teller Name Teller Id
Desk: 1A
Desk: 18
Desk: 2D
Desk 3F
Desk 43

{05 I B VR S - 0 T

Desk: 5K

View: BECS

Teller Transactions - all
l&. All rows (Count)
387
96
154
87
234
45

Searchlight for Banking User Guide

la. Amount {Average)

8. Amount (Average)

10,22
13,13
11,40
10,74
10,74
10,74
11,83

210
36
102
25
187
14

Teller Transactions >50%
la. All rows (Count)

|8, Card Number (Distinct

6
3
6
6
6
6
3

333
78
98
10
177

Site-Teller

ATM

Teller

Accessing Site-Teller, ATM, and Teller Dashboards
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Managing Site-Teller Dashboards

Setting the Default Query for the Transaction Summary Page

Searchlight allows you to save a default query for the Transaction Summary page: after
clicking the tile, the default query is automatically performed.

Note: It is possible to save a different default query for each user.

To set the default query for the Transaction Summary page

1 In the Transaction Summary page, perform a query on a dashboard, as described in
the previous sections.

2 Click the arrow near the Search with Default Parameters - button on the toolbar
and select Set as Default.

Set as Default
|
e e —
The query is saved and performed each time you access the Transaction Summary

page on a new session or each time you click the Search with Default Parameters
button.

Notes:
*  When a default query is saved the Search with Default Parameters button is
highlighted.

« To remove the default query, click the arrow near the Search with Default
Parameters l2Bd button on the toolbar and select Clear Default.

Managing Site-Teller Dashboards

Site-Teller dashboards allow you to perform a number of operations to further refine
data, export the dashboard in a Comma Separated Values (.csv) file, and generate charts.

To manage a Branch dashboard

1 Access a Site-Teller dashboard, as described in “Accessing Site-Teller, ATM, and
Teller Dashboards” on page 87.

2 Click on a column header to show the Sort F icon and automatically sort the
elements in the column list in ascending alphabetical or numerical order. Click the
Sort icon again to and automatically sort the elements in the column list in
descending alphabetical or numerical order. Click the Sort icon a third time to hide
the icon and reset the column to the original unsorted status.

3 Double-click a cell in the Site column to automatically switch to a Teller dashboard,
that includes the operators that work in the selected site.

Tip: Click the Back button on the Transaction Summary toolbar to return to the
Site-Teller dashboard.

Teller Transactions - all Teller Transactions - Amount > Teller Transactions - all
i 8., Al rows (Count) 6. All rowes {Count) Teller Name Teller Id | All rows (Count)
Bank-55 I}name modified ] 475 % Desl: 1A 7 -
k27 ’ L Desk 18 6 | %
Desk 2D 5 | 154
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Managing Site-Teller Dashboards

4  Double-click a cell in the Transactions Breakdown (see “Site-Teller Dashboard” on
page 82) or in a favorite column to automatically filter the original favorite report by
the transactions processed in the selected site.

The Reports page appears.

E Bank-55 - name modified ~unt Number ¥ | Amount T | Branch Number 7 | Customer Identifier 7
Bank-27

Teller Transactions - all LEGEDE] Past 30 Days @I@E Teller less than $20

la.. All rows {Count) amount < 200

Notes:

To save the new report, click the Save or Save As button.

To return to the Branch dashboard, click the Transactions Summary button in the
navigation bar.

5 You can compare two or more columns in the same dashboard:

a

Right-click the column you want to select as the master column and click Select as
master column.

Teller Transactions - all Teller Transactions - Amount >
|&. All rows (Count) la.. All rows (Count)
475 242
FH set as master column 4

The Aggregates Sum column appears on the right.

Teller Transactions - all Teller Transadtions - Amount > | Teller Transactions =504

|, All rows (Count) |, All rows (Count) B lo. All rows (Count) B |o. Aogregated % Sum
Bank-55 - name modified 475 242 407
Bank-27 I 8 4 4

Select the check boxes corresponding to the reference columns you want to
compare to the master column.

Teller Transactions >50%

l&. All rows {Count)

The comparison column appears on the right of the reference columns. The
percentage is given by comparing the value in the master column and the
reference column, while the percentage in the Aggregated Sum column is the sum
of each percentage included in the comparison columns.

Teller Transadtions - all Teller Transactions - Amount > 200 Teller Transactions >50%

o, All rows (Count) lo... All rows (Count) la. % (Al rows (Count)) | |a. All rows (Count) la. % (All rows (Count)) | 8. Aggregated % Sum
Bank-55 - name modified 475 242 50,95% 407 85,68% 136,63%
Bank-27 8 4 50,00% 4 50,00% 100,00%
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Managing Site-Teller Dashboards

Notes:

To select a different master column, right-click it and then click Select as master
column.

To leave the comparison mode, right-click the master column and then click Clear
master column.

6 Click the Chart icon on a cell in the Site column to automatically generate a bar
chart based on the Transactions Breakdown percentages.

Teller Transactions - all

|8, All rows (Count)

Tip: To compare the bar chart to a chart generated by data in different columns (for

example the Transactions Breakdown column of a different favorite report, or a

favorite column), select the desired column from the Report list in the Secondary
Chart panel.

TNl Teller less than $200 - Allrows (Countall) -2

" Teller less than $200 - Allrows (Countall)

Teller less than $200 - Ar (Sum)
Teller less than $200 - Amolint (Avag)
Risk

Report Teller less than $200 - Allrows (CountAll)

- | Report |TeHer less than $200 - Amount (Sum)

<l

Bank 2 53.80| Bank2 7203.70
Bank 1 52.72% Bank 1
Bank 5 1.63 % Bank 5 6472,

&
48 % 49 % 50 % 51% 52 % 53 % 54%

6830.22
.0
000 6200 6400 6600 6800 7000 7200 7400
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Managing ATMs and Tellers Dashboards

Click the Chart icon on a column header to automatically generate a bar chart
(Primary Chart panel) and a donut chart (Secondary Chart panel) based on the data
included in the column list.

Teller Transactions - all

llkﬁﬂ rows (Count)

Bank-55 - name modified 475
Bank-27 8
s Bank 2
7203.70
6830.22
Bank 4 7160.60
Bank 5
6000 6200 6400 6600 6800 7000 7200 7400 8472.00

Click the Export button on the Transaction Summary toolbar to export the Site-

Teller dashboard in a Comma Separated Values (.csv) file.

Note: Searchlight exports data using Unicode (UTF-8) encoding and using
semicolons to separate the values.

Managing ATMs and Tellers Dashboards

ATMs and Tellers dashboards allow you to perform a number of operations to further
refine data, export the dashboard in a Comma Separated Values (.csv) file, and generate
charts.

To manage a Operator dashboard

1

2

Access a ATM or a Teller dashboard, as described in “Accessing Site-Teller, ATM, and
Teller Dashboards” on page 87.

Click on a column header to show the Sort icon and automatically sort the
elements in the column list in ascending alphabetical or numerical order. Click the
Sort icon again to and automatically sort the elements in the column list in
descending alphabetical or numerical order. Click the Sort icon a third time to hide
the icon and reset the column to the original unsorted status.

Double-click a cell in the Transactions Breakdown or in a favorite column to
automatically filter the original favorite report by the transactions processed in the
site by the selected ATM or teller workstation.

The Reports page appears.

Searchlight for Banking User Guide 93



Managing ATMs and Tellers Dashboards

Notes:
« To save the new report, click the Save or Save As button.

* Toreturnto the ATM or Teller dashboard, click the Transactions Summary button
in the navigation bar.

ATM Transactions - 2 cc LIRS Past 20 Days I‘EI Teller less than $20

amount < 200

|8, All rows (Count)

ATM-AT08-162d | [} ik Account Number ¥ | Amount T | Branch Number ¥ | Customer Identifier 7T
ATM1-ATO8B-1062z | 158

ATMI1-AT0B-1062x | 91
ATM-AT08-1062a 65

4  You can compare two or more columns in the same dashboard:

a Right-click the column you want to select as the master column and click Select as
master column.

ATM Transadtions - 2 cC

|&.. All rows (Count) |8, Amount (Average)

| 257 10,22
I m__s_et as master column 13,13
| 01 11,40
|

65 10,74

The Aggregates Sum column appears on the right.

la.. All rows (Count) |8, Amount (Average) [l | |8, Card Number (Distifll [, Card Bank Number (il | 2. Aggregated % Sum
m ATM-AT08-162d i 252 10,22 6 2
ATM1-ATOB-1062z 158 13,13 3 2
ATMI1-ATO8-1062x 01 11,40 [} 2
ATM-ATOB-1062a 65 10,74 6 2
ATM-AT08-1062b 65 10,74 6 2
ATM1 65 10,74 6 2

b Select the check boxes corresponding to the reference columns you want to
compare to the master column.

A, Amount (Average) Hk
10,2
13,13

11,40

The comparison column appears on the right of the reference columns. The
percentage is given by comparing the value in the master column and the
reference column, while the percentage in the Aggregated Sum column is the sum
of each percentage included in the comparison columns.

ATM Transactions - 2 cc

la.. All rows (Count) |8, Amount (Average) [ | |o. % (Amount (Average)) | |a. Aggregated % Sum
ATM-AT08-162d 252 10,22 4,06% 4,06%
ATMI—ATDB—IOGZZ 158 13,13 8,31% 8,31%
ATMI—ATDB—IDGZ)( 91 11,40 12,52% 12,52%
ATM-ATOB-10623 65 10,74 16,52% 16,52%
ATM-AT0B-1062b . 65 10,74 16,52% 16,52%
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Managing ATMs and Tellers Dashboards

* To select a different master column, right-click it and then click Select as master

column.

e To leave the comparison mode, right-click the master column and then click Clear

master column.

Click the Chart icon on a cell in the Terminal or Teller Name column to
automatically generate a bar chart based on the Transactions Breakdown values.

ATM-ATO8-162d 252
ATM1-AT08-1062z 158

ATM1-AT08-1062x 91
% ATM-AT08-1062a 65

The chart appears in the Primary Chart panel.

Report Teller less than $200 - Allrows (Countall)

o | — -

Tip: To compare the bar chart to a chart generated by data in different columns (for

example the Transactions Breakdown column of a different favorite report, or a
favorite column), select the desired column from the Report list in the Secondary

Chart panel.

{0 ol Teller less than $200 - Allrows (CountAll) -

" Teller less than $200 - Allrows (Countall)

Teller less than §200 - Ar (Sum)
Teller less than $200 - Amolint (Avg)
Risk

Report Teller less than $200 - Allrows {Countall)

~ | Report [Teller less than $200 - Amount (Sum)

33 - 1780 % 33 - 39295
5 r T T T T T T T T T T 1 z r T T T T T T T 1
0% 10% 20% 30% 40% 50% 60% 70% B80% 90% 100% 110% a 500 1000 1500 2000 2500 3000 3500 4000
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Managing ATMs and Tellers Dashboards

6 Click the Chart icon on a column header to automatically generate a bar chart

(Primary Chart panel) and a donut chart (Secondary Chart panel) based on the data
included in the column list.

ATM Transadions - 2 cc

Terminal Igukl\l! rows (Count)
™ ATM-ATOS-162d

m ATM1-ATO8-1062z 158

™ ATM1-ATOB-1062x 91

=

T 1]
an

n

&

s
e

:
10080

7
nn

150

£

7 Click the Export button on the Transaction Summary toolbar to export the ATM or
Teller dashboard in a Comma Separated Values (.csv) file.

Note: Searchlight exports data using Unicode (UTF-8) encoding and using
semicolons to separate the values.
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Customizing Business Analytics
Reports

The Business Analytics page hosts reports and charts based on the data collected by
Brickstream 3D sensors and MegaPX Analytics Indoor Dome cameras added to the
different sites.

Important Notes:

 Before using the Business Analytics feature, you must add Brickstream 3D sensors or

MegaPX Analytic Dome cameras to a site and customize the analytics reports. For
more information, see “Customizing Business Analytics Reports” on page 52.

« For more information about integrating Brickstream 3D sensors into the Searchlight

solution, consult the /Integrate a Brickstream 3D Sensor in a Searchlight Environment,

available for download from the March Networks Partner Portal.

 The Business Analytics feature requires specific licenses. If the licenses are not added
to Command Enterprise, the Business Analytics reports contain no data. Brickstream

3D sensors also require specific channel licenses, free of charge.

 Before adding a Brickstream 3D sensor or a MegaPX Analytics Dome camera to a site
for the Business Analytics feature, ensure the analytic required for the report (People

Counting, Queue Length, or Dwell Time) is properly configured on the device.
You can access three different reports:

* People Counting Report: A report that counts the number of people that enters and

exits a site.

* Queue Length Report: A report that counts the average number of people in a queue

and the average time passed by a person in the queue.

« Dwell Time Report: A report that counts the number of people stopping in the
monitored zone and the average time a person stays in the monitored zone.



Adding Licenses for the Business Analytics Feature

This chapter contains the following sections:

« “Adding Licenses for the Business Analytics Feature” on page 98
*  “Configuring the Business Analytics Feature” on page 101

« “Overview” on page 107

e “Customizing Business Analytics Reports” on page 109

« "Setting the KPI Badge on the Home Page” on page 121

Adding Licenses for the Business Analytics
Feature

Before accessing the Business Analytics page, you must add a Searchlight Analytics
license for each site where the feature is active. Brickstream 3D sensors also require a
specific, free of charge, license.

Note: Only user profiles with access to global rights and the License Management user
right can access the License Management panel.

Select your configuration:
* “To add Searchlight Analytics licenses” on page 98
e “To add the Third-Party License Analytics Metadata Unlock License” on page 99

To add Searchlight Analytics licenses

1 Access the Command Enterprise Software using a user account based on the
Administrator profile.

2 Click the button at the upper-left of Command to display the main menu. u

3  From the main menu, select License Management.
The Licensing tab opens.

4 Click the Additional Components sub-tab.
The Additional Components sub-tab opens.

5 On the Additional Components toolbar, click the Download Server ID m button.
You are prompted to save a text file (id.txt) to a local folder on your computer.

6 Contact March Networks Customer Operations to complete the transaction to
purchase the required number of Searchlight licenses.

7 March Networks will send you an e-mail, with simple instructions that detail how to
generate your license key file.

8 To import/enable the Searchlight Analytics licenses, click the Add License button.
9 Locate and select the app_licenses _analytics.xm/ file and click Open.

The License Added dialog box appears, indicating the licenses are applied to
Command. Click OK.
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Adding Licenses for the Business Analytics Feature

Note: If the license failed to import, an error message appears, indicating the reason
for the failure.

In the Licensing -> Additional Components sub-tab, click the Analytics license in the
list.

Name T |Sttus T License Type ¥ Feature ¥ | Resource Type T

Searchlight v Permanant Third Party A Channel
Hight o/ Permanent Analytics Site
Searchlight v Permanent Transactions  Site

Drag the Business Analytics sites from the Logical tree to the Licensed Resources
panel.

Tip: To remove a site license, select the site in the Licensed Resources panel and click
the Remove [ button.

Licensed Resources: 5 of 5

Name T |path ¥

ﬁ Bank 1  Logical
ﬁ Bank 2 Logical
ﬁ Bank 3  Logical
ﬁ Bank 4 Logical

Click the Save m button to save and apply the changes.
The licensing status bar refreshes with the license details.

Name T |Status T License Type T |Feature ¥ | Resource Type T

Searchlight o Permanent Third Party A Chanrel

Searchlight  /  Permanent  Anatics  Site

Searchlight o Permanent Transactions | Site

Developer: Licensed Resources: 3 of 32
March Networks

dev@marchnetworks.com Name Tipath ¥
hitp:/{marchnetworks.com

Feature:

Analytics

Licensing Rights:
Commercial license

State:
N/A& , Permanent license

Description:
BI

To add the Third-Party License Analytics Metadata Unlock License

1

Access the Command Enterprise Software using a user account based on the
Administrator profile.

Click the button at the upper-left of Command to display the main menu. u
From the main menu, select License Management.

The Licensing tab opens.

Click the Additional Components sub-tab.

The Additional Components sub-tab opens.

On the Additional Components toolbar, click the Download Server ID m button.
You are prompted to save a text file (id.txt) to a local folder on your computer.
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Contact March Networks Operations to complete the procedure to generate the
third-party analytics license key file.

Note: March Networks will send you an e-mail, with simple instructions that detail
how to generate your license key file.

To import/enable the license, click the Add License button.
Locate and select the license xm/ file and click Open.

The License Added dialog box appears, indicating the licenses are applied to
Command. Click OK.

Note: If the license failed to import, an error message appears, indicating the reason
for the failure.

On the Additional Components sub-tab, click the Third Party Analytics license.

Name T Status ¥ | License Type ¥ | Feature T | Resource Type ¥
v

Searchlight J Permanant Analytics Site

Searchlight N Permanant Transactions Site

Drag the Brickstream 3D sensors from the System tree to the Licensed Resources
panel.

Note: To remove a license, select the camera in the Licensed Resources panel and
click the Remove [ button.

Licensed Resources: 2 of 128

Name " T | Path
=« Brickstream 1  System/TESTTALK
=« Brickstream 2 System/RDMPMAGNI2D

Click the Save [§] button to save and apply the changes.

The licensing status bar refreshes with the license details. You can now add the
Brickstream 3D sensor to the site where it is installed.



Configuring the Business Analytics Feature

Configuring the Business Analytics Feature

The Searchlight Settings tab allows you to configure the timetable for Business Analytics
line charts, the maximum number of items in bar charts, and manage labels to customize
the Business Analytics reports. It also allows you to enable and create scheduled exports
for Business Analytics data.

Select your configuration:

“Configuring the General Settings” on page 101

*  “Managing Report Labels” on page 103

+ “Creating Scheduled Exports for Business Analytics Data” on page 105

Configuring the General Settings

The Business Analytics section on the General sub-tab allows you to configure the
timetable for Business Analytics line charts, the maximum number of items in bar charts,
and enable the Analytics Data Export feature.

To configure the general settings
1 From the main menu, select Searchlight.

The Searchlight home page appears.
2 Click the Settings button.

@y SETTINGS

The Searchlight Setting tab opens.

(@9 searchiight Searchiight Settings “lanle

General  Label Management  Business Rules  Schedules  Email Notifications ~ Operations Audit ~ Analytics Data Export  Column Names

Video Padding Time

Pre Padding Time (seconds)
Post Padding Time (seconds)
Session Padding Time

Pre Padding Time (seconds)
Post Padding Time (seconds)

Transaction Retention

Transaction Retention (days)

‘Customer ID

Transaction Reporis

Max Results per Query 300

Transactions per Page

Business Analytics

Chart Timetable €@ W All Day me To
Summary Settings: Max Items

[ P AR T AT e
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In the Business Analytics section, configure the bar Chart Timetable option,
according to the sites timetable. Timetables affect the amount of data displayed in
Business Analytics bar charts.

Notes:
« Aggregate data is processed only for this time interval.
 Closing hours are represented with a gray background on the charts.

*  When the Visitors on Site KPI is displayed in the Trend view, the chart resets
every day at the opening hour (From field). This is useful to have a chart that
follows the timetable of the site.

To select a timetable, do one of the following:

* If the sites are open 24 hours a day or if you do not want to set a timetable for all
the sites, select the All Day check box.

* To set a timetable for all the sites added to Searchlight:

a Clear the All Day check box.

b Select the opening time, from the From list.

Select the closing time, from the To list.

Select the Enable Raw Data Export check box to enable manual and scheduled
exports for Business Analytics data.

Enable Raw Data Export

Enter the Domain and credentials (User and Password) to access the shared folder
where the scheduled exports will be saved. For more information, see “Creating
Scheduled Exports for Business Analytics Data” on page 105.

Click the Save [§] button to save and apply the changes.

After a few seconds, the Analytics Data Export sub-tab is added to the Searchlight
Settings tab and the Export Raw Data button is added to the View By panel on the
Business Analytics page.

Select a data granularity option from the Accumulation Time for Analytic Reports.

This option affects how Searchlight stores analytic data in the database and how
analytic data are displayed on the charts.

Note: If you choose to aggregate more frequently than the default of 60 minutes, you
must be aware that when data is aggregated it is saved in the Searchlight database,
so the more frequent the aggregation, the more quickly the volume of data stored in
the database increases. For example, if you set the aggregation to every 5 minutes,
the system will save data to the database 12 times per hour, whereas with the default
setting of 60 minutes, the system only saves data to the database once per hour.

In the Summary Settings: Max Items field, enter or select how many sites are
displayed in the line charts (Aggregate view).

Note: The option is applicable only if the Summary check box is selected on an
Aggregate view.

View by = L‘ln B4 summary



This option is useful to limit the number of sites displayed in a bar chart while on a
Aggregate view. All the sites not displayed on the bar chart are automatically
aggregated in the Others section.

Total Visitor Dwell Time

Number of Sites
— Displayed

10 Click the Save [§] button to save and apply the changes.

Managing Report Labels

The Analytic Report Labels section on the Label Management sub-tab allows you create
and customize report labels with the Key Performance Indicators (KPIs) you want to
display for each analytic on the Business Analytics page.

Notes:

 Five labels are already added to the list: Entrance (People Counting - all 3KPIs), Main
Area (People Counting - People In and People Out KPIs), Queue (Queue Length - all 6
KPls), Counter (Dwell Time - all 5 KPIs), and Terminals (Dwell Time - all 5 KPIs).

* Labels are used to create Business Analytics reports on the Site page. For more
information, see “Customizing Business Analytics Reports” on page 52.

To manage report labels
1 In the Searchlight Settings tab, click the Label Management sub-tab.

2 In the Analytic Report Labelssection, click the Add Label button to create a new
report label.

The label is added to the list.

Description

Entrance People Counting 3 KPIs selected ~ People Counting: Visitors In, Visitors Qut, Visitors
Main Arez People Counting 2 KPIs selected ~  People Counting: Visitors In, Visitors Out
Counter Dwell Time 5 KPls selected ~  Dwell Time: Total Visitor Dwell Time, Avg Dwell Time, Max Visitor Dwell Time, Area Visitors, Area Conversion Rate

Terminals Dwell Time 5 KPls selected ~ Dwell Time: Total Visitor Dwell Time, Avg Dwell Time, Max Visitor Dwell Time, Area Visitors, Area Conversion Rate
Queue Queue Length 6 KPIs selected ~  Queue Length: Customer Served, Queue Length, Total Customer Wait Time, Waiting Time, Max Queue Length, Max Waiting Time
PTH People Counting 3 KPIs selected ~ People Counting: Visitors In, Visitors Out, Visitors

PTH2 Queue Length 6 KPIs selected ~  Queue Length: Customer Served, Queue Length, Total Customer Wait Time, Waiting Time, Max Queue Length, Max Waiting Time

3 Double-click the Name field and enter a descriptive name for the label.
4  Select the analytic you want to create the label for from the Type list.
Options include People Counting, Queue Length and Dwell Time.
Note: According to the analytic selected, the number and type of KPIs change.

5 Click the KPI list and select the check boxes corresponding to the KPIs you want to
add to the label.



Note: The description

selected.

2 KPIs selected -

~ Visitors In

%Visitors out
Visitors

People Counting

The available Key Performance Indicators (KPIs) are described in the following table.

column is automatically updated according to the KPIs

et
2 KPIs selected 5 2 KPIs selected <
+ Customer Served + Total Visitor Dwell Time
Queue Length Avg Dwell Time
ota] Customer Wait Time Max Visitor Dwell Time
Vaiting Time Area isitors

Max Queue Length
Max Waiting Time

Area Conversion Rate

Queue Length Dwell Time

Analytic KPI Description
People _ The number of visitors that entered the site in the
- Visitors In .
Counting selected time frame.
People . The number of visitors that left the site in the selected
- Visitors Out .
Counting time frame.
The total number of visitors in a site in the selected time
frame.
People Visitors Note: When displaying the Visitors KPIl in Trend view, you
Counting can optionally switch from the Visitors KPI to the Visitors
On Site KPI, which displays the actual number of people
in a site in the selected time frame.
Queue Customer The total number of people that has been in a queue in a
Length Served site in the selected time frame.
Queue The average number of people in a queue in a site in the

Queue Length

Length selected time frame.

Queue Total Customer | The total time people spent in queues in a site in the

Length Wait Time selected time frame

Queue Waiting Time The average time a person spent in a queue in a site in the

Length selected time frame.

Queue Max Queue Th_e peaks of the_average number of people in a queue in

Length Length a site. The value is calculatgd on a daily or hourly basis,
according to the selected time frame.

Queue Max Waiting The peaks of the average time a person spends in a queue

Length Time

in a site. The value is calculated on a daily or hourly basis,
according to the selected time frame.

Dwell Total Visitor The total time people stopped in the monitored zone in
Time Dwell Time the selected time frame.
Dwell The average time people stopped in the monitored zone

Time

Avg Dwell Time

in the selected time frame.

Dwell Max Visitor
Time Dwell Time

The peaks of the average time a person stopped in the
monitored zone in the selected time frame.




Configuring the Business Analytics Feature

Analytic KPI Description

Dwell . The total number of visitors who stopped in the
. Area Visitors . . .

Time monitored zone in the selected time frame.

The percentage of people stopping in the monitored
Area . :
Dwell Conversion zones in the selected time frame.
Time Note: The Area Conversion Rate is calculated only if the
Rate \ . . )
People Counting analytic is configured in the same zone.

6 Click the Save E button to save and apply the changes.
7 Repeat steps 2-6 to create additional labels.

Notes:
e Toremove a label, select it in the list, click the Remove = button and then click
OK.

« To use an existing label as template for a new label, select it in the list and click the
Duplicate [T§ button.

Creating Scheduled Exports for Business Analytics Data

The Analytics Data Export sub-tab allows you to configure scheduled exports for the
data collected by the Business Analytics feature in Comma Separated Values (.csv) files.

Notes:
 The Analytics Data Export sub-tab appears only if the Enable Raw Data Export check

box has been selected in the General sub-tab (see “Configuring the General Settings”
on page 101)

« The CSV file format is fully compatible with Microsoft Excel and similar products.
Searchlight exports data using Unicode (UTF-8) encoding and using semicolons to
separate the values.

To configure scheduled exports for Business Analytics data
1 In the Searchlight Settings tab, click the Analytics Data Export sub-tab.
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2 Click the Add Scheduled Export button on the toolbar.
The new scheduled export is added to the list.

3 Enter a descriptive name for the schedule in the Name field.

4 |n the Execution Time section, select the email Frequency from the list.
Options include Hourly, Daily and Weekly.

5 Select when the data is exported according to the selected Frequency:

« For the Weekly frequency select a day from the On list, and enter or select the
time in the At field.

 For the Daily frequency, enter or select the time in the At field.
Note: For the Hourly frequency, it is not required to configure additional options.
6 Select the time zone of the recipients from the Time Zone list.
% New scheduled export @ New scheduled export

Name Name
New scheduled export MNew scheduled export

Execution Time Execution Time

Frequenc on Fecuency on

At 12:00 AM z At 12:00 AM =
Q=R (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna - LRl (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna -

Weekly Frequency Daily Frequency

7 Select the Analytic (People Counting, Queue Length, or Dwell Time) data you want to
export from the list.

Analytic

People Counting Report =

8 Enter the network folder where you want to save the exported data or click Browse to
search for a shared folder on your network.

Note: You must specify a domain and valid credentials in the Business Analytics
section of the General sub-tab to access the shared folder. For more information, see
“Configuring the General Settings” on page 101.

Destination Folder

//10.31.7.99/export Browse

9 Select which sites are included in the scheduled export by dragging one or more sites
or a logical folder to the Location field.

10 Click Save to save and apply the changes.
11 Repeat steps 2-10 to create additional scheduled export.
Notes:

* Toremove a scheduled export, select it in the list, click the Remove Ki button and
then click OK.

« |If the Last Execution Time or the Last Execution Result columns for a schedule
are not automatically updated, close and reopen the Searchlight Settings tab.
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Overview

The Business Analytics page allows you to view bar and line charts based on the data
collected by Brickstream 3D sensors.

Entrance

rend

My Bookmarks =

B0 Main Desk - Labal

Panel B8 5o 1 - Cashboard Visitors Out Visitors

£S5 See 1 - User Trend 1

S People Counting (Past 7 Days) - i

BE Queve Length (01/01/2018 - 12 X | ¢

RS Owell Time (Past 14 Days) % :— — L— |
View By

——Pepirtoontng Report
Panel -
Exit
Visitors In Visitors Out

Filter By 2 ea : '
Panel

Visitors

Dashboard

The Business Analytics page is divided into four main graphical areas.

1 My Bookmarks panel — Located at the upper-left corner of the page, it allows you to
load a saved bookmark and set it as the default view.

2 View By panel — Located at the mid-left area of the page, it allows you to select the
analytic and specify the time frame for the Business Analytics report. It also allows

you to manually download analytics data in a in a Comma Separated Values (.csv) file
(if enabled).

3 Filter By panel — Located at the lower-left corner of the page, it allows you to filter
the reports by site, report labels, and cameras.

4 Dashboard — Located at the center of the page, it displays the Key Performance
Indicators (KPIs) selected in the report labels.
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Business Analytics Page Buttons

The following table describes the buttons, check boxes and sliders available on the
Business Analytics panels and dashboard.

Button Location Action
My
Bookmarks Filters the bookmarks, reports, cameras, and labels in the My
panel - Filter | Bookmarks and Filter By panels.
by panel
My
m Bookmarks Deletes a bookmark from the panel.
panel
My
Bookmarks Sets the selected bookmark as the default bookmark.
panel
Download analytics data in a Comma Separated Values (.csv)
- . file.
V;iwelBy Note: This button appears only if the Enable Raw Data Export
P check box is selected on the Searchlight Settings tab (see
“Configuring the General Settings” on page 101).
View By - .
panel Specifies the time frame for the report.
E View By Performs the search for analytics data in the selected time
panel frame.
E Filter By Selects all of the reports, cameras, or labels in the Filter By
. panel panel.
E Filter By Displays or hides the unselected reports, cameras or labels in
panel the Filter By panel.
Filter By Returns to the previous selection screen (cameras -> report/
panel label) while drilling down on the data.
Filter By Goes to the next selection screen (report/label -> cameras)
panel while drilling down on the data.
Dashboard Switches to Widget mode.
o] Dashboard Switches to Grid mode.
e | Dashboard Saves the current view (including the views and the selection
Enmweaetd) of reports, labels, and cameras) to the My Bookmarks panel.
E Dashboard Switches to Aggregate (bar charts) view.
Switches to Trend (line charts) view.
.E, Dashboard Note: The Trend view is not available when filtering by report

labels.




Customizing Business Analytics Reports

Button Location Action
= Switches from Visitors KPI| to Visitors On Site KPI view.
ij Dashboard Note: This button is available only in Trend view after

performing a query on the People Counting analytic.

Enables the Summary mode while in Aggregate view. This is

Snuucyy | Dashboard useful to limit the number of items on the bar charts.

Dashboard Zooms in or out on line charts while in Trend view.

Customizing Business Analytics Reports

It is now possible to access Business Analytics reports and customize them by filtering
the data by site, labels and cameras, and selecting the preferred visualization mode. It is
also possible to save the customized report as a bookmark and export the analytics data
in a Comma Separated Values (.csv) file.

Select your configuration:

*  “Accessing Analytics Reports” on page 109

«  “Managing Business Analytics Report” on page 111

“Saving Bookmarks” on page 118

* “Setting the Default Bookmark for the Business Analytics Page” on page 119
«  “Manually Exporting Analytics Data” on page 120

Accessing Analytics Reports

You can access an analytics report by selecting the type of report and a time frame.

To access an analytic report
1 From the Searchlight home page, click the Business Analytics tile.

The Business Analytics page appears.
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Note: Each user can set its own default bookmark for the Business Analytics page
(see "Setting the Default Bookmark for the Business Analytics Page” on page 119):
after clicking the tile, the default bookmark is automatically loaded.

& syt
ﬁ My Bookmarks
x RA-

)

Vieww by
Quewss Langth Report b
Vesterday i
e

Filter by

Raport Labl Seboct 3 business analyics type and a time period and run a query to view business analytis result.

2 In the View By panel, select the analytic report you want to display from the Analytics
list.

View by

Queue Length Report

Dwell Time Report
Queue Length Report L\\,
People Counting Report

3  To specify the time frame of the data you want to view in the report, click the Time
Period |‘i'|| button on the View By panel and do one of the following:

* Select a predefined time frame from the list (first six options).
|Past 24 Hours
Today
pesteriy Predefined
Time Frames

Past 7 Days
Past 14 Days

Past 30 Days —
Select Date
Select Range

 Click the Select Date option to select a specific day from the calendar field
displayed. Click Apply to confirm the selection.

4 July 2014 3
Sun Mon Tue Wed Thu Fri Sat I
29 0 1 2 3 4 5
6 7 8 9 10 11 12
13 14 15 16 17 18 19
20 21 [22] 24 25 26
27 28 29 30 31 1 2
a3 4 5 O 7 B 9
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» Click the Select Range option to select a custom time frame (up to one month)
from the calendar fields displayed. Click Apply to confirm the selection.

4 April 2014 | o« July 2014 »

Sun Mon Tue Wed Thu Fri Sat || Sun Mon Tue Wed Thu Fri Sat
30 31 o1 23 g 20300 s 2 a3s g
6 7 jE§ 9 10 11 12 6 7 8 9 10 11 12
13 14 15 16 17 18 19 13 14 15 16 17 18 19
20 21 22 23 24 25 26 | 20 21 23 24 25 26
27 28 29 30 1 2 3 27 28 29 30 31 1 2

4 5 & 7 &8 9 10 2 4 5 6

7 B 9
ooy

4 Click the Search button.

Searchlight performs the search but does not display data or charts. You must refine
the search and customize the view using the Filter By panel and the buttons on the
Dashboard.

Managing Business Analytics Report

After accessing a Business Analytics report, you must refine the search by selecting the
items (reports, labels, and/or cameras) you want to display on the Dashboard. You can

also customize the visualization mode (Widget mode or Grid mode) and select to display
bar charts (Aggregate view) or line charts (Trend view).

To filter business analytics report

1
2

Access a Business Analytics report, as described in the previous section.

On the Filter By panel click the Site tab to refine the search by sites or click the
Report Labels tab to refine the search by labels associated to Business Analytics
reports.

Notes:

« The Report Labels list is populated with all the labels associated to the selected
analytics and with actual data.

*  You can filter the sites/labels list by clicking the Filter icon: select the check
boxes corresponding to the sites/labels you want to display and click Filter.

Select the check boxes corresponding to the sites or labels you want to display on the
Dashboard.

Filter by
Report Label

v
k Site 2 >
[ site Rand10

Site Rand11
Site Rand12
Site Rand3



Customizing Business Analytics Reports

Note: You can hide the unselected sites/labels/cameras by clicking the Display ﬂ
button, and then selecting the Selected option.

v @Al
v O selected

Bar charts for the selected sites or labels appear on the Dashboard. If you select a
site, all of the KPIs included in the labels assigned to the site are displayed. If you
select a label, all of the sites the label has been assigned to are displayed.

O« — Label assigned to the

selected sites

> KPIs included in the label

47 ) Selected label

“\§ KPIs included in the label

Notes:

+ Select the check box on the panel toolbar to select all the sites/labels in the list.

By default the Dashboard is configured with the Grid visualization mode and
displays bar charts (Aggregate view) with the Summary option enabled.

« |If you select a single site with one report and one label, values for the KPIs are
displayed instead of charts.
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12,482 8,429

13,629 7,406

4 The Filter By panel, also allows you to drill down on the data from the sites or labels
to display data from selected detection zones on a camera:

a On the Filter By panel, click the Page button near a site/label to drill down on
the analytics data for that site/label.

The labels or report associated to the original site/label appear.

b Select the labels/reports you want to display on the Dashboard, or click the Page
button near a label/report to drill down on the analytics data for that label/site.
Note: If you filter by site, all of the available KPIs for the analytic (see “Managing
Report Labels” on page 103) are displayed, regardless of the KPIs included in the
labels assigned to the site.
c Select the detection zones you want to display on the Dashboard.

Note: To return to the previous selection screen, click the Back button on the
View By panel toolbar.

Filter by Filter by
Report Label Site Report Label i Report Label
&= Site 1
B i. | AlSies 1 i, | All Reports and KPIs i, | All Cameras and Zones
¥ Sitel > v Default People Count > O Camera 1 - Entrance 1
v Sie2 lk +  Report0 > % Camera 1 - Information Desk
v Site Rand10 > ~  Report1 > o IP Camera 1 - Emergency Exit
¢  Site Rand1l » v IP Camera 1 - Main ATM
Sites - Labels p Detection Zones on Cameras
(All Sites) (All Reports and KPIs)  (All Cameras and Zones)

Filter by Filter by
Site Report Label Site Report Label

= Entrance 4= PTH Bank (Report 2)

i, | All Reports - Bl i, | Al Cameras and Zones
~  Site 1 (Default People Count) v Camera 1 - Entrance 1
+~  Site 2 (Default People Count)
v
v

Camera 1 - Information Desk

New Report Label

Site Rand10 (Default People Cou... > IP Camera 1 - Emergency Exit

Site Rand11 (Default People Cou... » k 1P Camera 1 - Main ATM
Labels —p Reports — p» Detection Zones on Cameras
(All Report Labels) (All Reports) (All cameras and Zones)
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5 While in Aggregate view (bar charts), select the Summary check box on the
Dashboard toolbar to display a defined number of items (reports, labels and cameras)
and aggregate all the data from the remaining items in the Others cumulative entry.

This is useful to limit the number of entries on a bar chart.

Note: You can define the number of items for a bar chart on the Searchlight Settings
tab. For more information, see “Configuring the General Settings” on page 101.

Entrance

Visitors Out
Entrance
Visitors Out
Summary Not Enabled Summary Enabled

6 While in Aggregate view (bar charts), click an item on a chart to highlight it in all of
the displayed bar charts.

Tip: You can also click the item on the Filter By panel. Multi-selection on the panel is
not allowed.

Entrance

Visitors Out Visitors

Site Rand5 5,876

Site Rand5 3,619
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7 While in Aggregate view (bar charts), click the Widget Mode [=] button on the
Dashboard to switch to Widget visualization mode.

The bar charts are now visualized as thumbnails in the upper part of the Dashboard.
Click a thumbnail to display its chart in the lower part of the Dashboard.

1 on o soomms @]

Entrance Exit

Visitors Out Visitors Visitors In Visitors Out

Exit

Visitors In

Site 1 12,920

Viewby = hn B4 summary

8 Click the button on the Dashboard toolbar to switch from Aggregate view (bar
charts) to Trend view (line charts).

Notes:

« Trend view is available only when one or more sites are selected on the Filter By
panel.

« The time unit (hours or days) of the line chart is dependent on the selected time
frame and zoom factor (see next step).

« The hours when the site is closed are represented with a gray background on the
charts (see "Configuring the Business Analytics Feature” on page 101).

* |If a specific day is selected, the line charts appear only for the hours the site is
open, according to the configured timetable (see “Configuring the General
Settings” on page 101).
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Entrance

9 To zoom in or out on all of the line charts displayed, move the Zoom Level slider on
the Dashboard toolbar.

Notes:

e  The maximum zoom level depends on the data granularity configured with the
Accumulation Time for Analytic Reports option (see "Configuring the Business
Analytics Feature” on page 101).

*  When the Visitors on Site KPI is displayed in the Trend view, the chart resets
every day at the opening hour (From field). This is useful to have a chart that
follows the timetable of the site (see "Configuring the Business Analytics Feature”
on page 101).

10 To move a line chart, click anywhere on the chart and drag the mouse.
11 To display the values for a site, click a line on the chart.

The site is highlighted and the values for the selected KPI is displayed. You can move
the mouse cursor to display the different values for the site in different times.

Tip: You can also click the item on the Filter By panel. Multi-selection on the panel is
not allowed.

Visitors In

Source: Mastodon  Time: Valug: MG 45,67 MAK:

30. i . i . h

40

23-feb 00:00  23-feb 12:00 24-feb 00:00 24-feb 12:00  25-feb 00:00  25-feb 12:00  26-feb 00:00  26-feb 12:00

12 When displaying the values for the People Counting analytic, you can optionally
switch from the Visitors KPI| to the Visitors on Site KPI, which displays the number of
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actual people in a site in the selected time frame. To switch to the Visitors On Site
KPI, click the Show Visitors on Site Hj| button.

vemby 5 [, 58] tose et

Visitors KPI

17 0000 174 12700 FEFa 0000 1Feb 1100 19:Feb D500

Visitors On Site KPI

Notes:
* The Visitors On Site KPI is read-only and can only be accessed in Trend view.
« |If atimetable is configured for the site, the chart resets every day at the opening

hour (From field). This is useful to have a chart that follows the timetable of the
site (see "Configuring the Business Analytics Feature” on page 101).

Searchlight for Banking User Guide 117



Customizing Business Analytics Reports

13 While in Trend view (line charts), click the [=] button on the Dashboard to switch to
Widget visualization mode.

The line charts are now visualized as thumbnails in the upper part of the Dashboard.
Click a thumbnail to display its chart in the lower part of the Dashboard.

E| ADD TO BOOKMARKS H‘

Entrance Exit
Visitors In Visitors Visitors In Visitors Out
=S Pae———l made e
Entrance
Visitors In

1000

0

22Jan 24Jan 26Jan 28-Jan 30Jan OlFeb  03Feb  05Feb  O7-Feb
View by = ha Zoom Level: { ]

Saving Bookmarks

After accessing, filtering, and managing Business Analytics report, you can save the
current Dashboard as a bookmark that is saved in the My Bookmarks panel. This is useful
to instantly recall a relevant Dashboard without performing searches and filtering sites/
labels.

Note: Each user can set its own default bookmark for the Business Analytics page (see
"Setting the Default Bookmark for the Business Analytics Page” on page 119): after
clicking the tile, the default bookmark is automatically loaded.

To save a bookmark

1 Access and manage a Business Analytics report, as described in the previous
sections.
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2 With the report open on the Dashboard, click the Add to Bookmarks Il button on the
Dashboard.

The Add to Bookmarks dialog box appears.

Add to bookmarks x

Select the bookmark name:

Peaple Counting (Past 30 Days)

Save  Cancel

3 Enter a descriptive name for the bookmark and click Save.

Note: You can overwrite an existing bookmark by entering the same descriptive
name.

The bookmark is saved in the My Bookmarks panel.
4 To load a saved bookmark, double-click it on the My Bookmarks panel.
Notes:

+ To delete a bookmark, click the Remove E4 button near the bookmark, and then
click OK.

*  When you modify the view by using the Filter By panel, the Modified word
appears near the bookmark title.

Queue Length (Past 30 Days) wodifed

s

Setting the Default Bookmark for the Business Analytics
Page

Searchlight allows you to save a default bookmark for the Business Analytics page: after
clicking the tile, the default bookmark is automatically loaded and the related query
performed.

Note: [t is possible to save a different default bookmark for each user.

To set the default bookmark for the Business Analytics page
1 In the Business Analytics page, double-click one of the saved bookmarks.

2 Click the arrow near the Apply Default Bookmark [JJl] button on the toolbar and
select Set as Default.

Set as Default
|
H

The bookmark is saved and loaded each time you access the Business Analytics page
on a new session or each time you click the Apply Default Bookmark button.
Notes:

«  When a default bookmark is saved the Apply Default Bookmark button is
highlighted.
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« To remove the default bookmark, click the arrow near the Apply Default
Bookmark l2B8 button on the toolbar and select Clear Default.

Manually Exporting Analytics Data

After performing a search, you can manually export the analytics data in a in a Comma
Separated Values file (.csv) file. This file format is fully compatible with Microsoft Excel
and similar products.

Notes:

Searchlight exports data using Unicode (UTF-8) encoding and using semicolons to
separate the values.

The Manual Export button appears on the View By panel only after selecting the
Enable Raw Data Export check box on the Searchlight Settings tab. For more
information, see “Configuring the General Settings” on page 101.

To manually export analytics data
1 Do one of the following:

i}

 Access a Business Analytics report as described in “Accessing Analytics Reports
on page 109.

* Load a saved bookmark as described in “Saving Bookmarks” on page 118.

2 Click the Manual Export button on the View By panel toolbar.

The calendar fields appear.
4 April 2018 LN | April 2018 4

1 2 3 4 5 6 7 1 2 3 4 5 6 7
8 9 0 1 12 13 14 8 9 0 1 12 13 14
15 16 17 18 19 20 21 15 16 17 18 19 20 21

2 23 [ 24| 2 23 [24]

Select a custom time frame. Click Export to confirm the selection.
The Save As window appears.

In the Save As dialog box, type a file name and location for the file.
Click Save.

The CSV file is displayed in the Export panel in the Dashboard. The Status column
shows the progress of the export.

HEALTH 1) ALARMS (15)

# | Filename ¥ | Source Stream Interval

m 1  Analytics QUEUE_LENGTH E: Analytics Raw Data  14/02/2018 12:00:00 AM  15/02/2018 11:59:59 PM 2 Days J Export Successful

Notes:

* If you want to stop the data export while it is still in progress, you can click the
Cancel Video Export button. The file in progress is deleted. Click the Restart
Video Export button that appears in the row to begin the export again.



Setting the KPI Badge on the Home Page

*  When the file is exported, you can click the Close Export m button to clear the
entry.

Setting the KPI Badge on the Home Page

Searchlight allows you to set a KPI Badge on the home page for the Business Analytics
page. A KPI Badge is associated to an analytics label and KPI and automatically displays
the analytics data for that KPI in the last 24 hours. You can also set thresholds to change
the badge’s color according to the analytics data (green=good; yellow=warning;
red=critical).

Note: The KPI Badge is automatically refreshed every 5 minutes or each time the user

logs on to the CES and access the Searchlight application.

To set the KPI Badge on the home page

1 Click the m button on the side toolbar to return to the Searchlight home page.
The Searchlight home page appears.

March Networks
SEARCHLIGHT ™

) B

TRANSACTIONS SUMMARY TRANSACTION REPORTS

9

BUSINESS ANALYTICS OPERATIONS AUDIT

o o

BUSINESS RULES SUMMARY SECURITY AUDIT
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2 Right-click the KPI Badge on the upper-right corner of the tile.

D

BUSINESS ANALYTICS

The Business Analytics: KPI Configuration dialog box appears.

ﬁ Business Analytics: KPI configuration b 4
Label

Select a Label: &
KPI
Select a KPIL: i

Comparison Versus: ® Above O Below
Thresholds:
Good

3  Select a label from the Label list.
4 Select a KPI associated to the label from the KPI list.
5 In the Comparison Versus section, select the badge behavior.

Options include Above (the badge is green if the value of the data in the report is
higher than the threshold for the good status) and Below (the badge is green if the
value of the data in the report is lower than the threshold for the good status).

6 Set the threshold values for the green (Good) and yellow (Warning) statuses.

Note: If you selected Above, the value for the green status must be higher that the
yellow value. If you selected Below, the value for the green status must be lower that
the yellow value.

7 Click Save to save and apply the changes.
The dialog box is closed and the KPI Badge automatically updated.

?

BUSINESS ANALYTICS

8 Click the KPI Badge to perform the query for the Past 24 Hours timeframe on the
analytic associated to the label configured for the badge.
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Creating Business Rules

The Business Rules Summary page allows you to create custom events to instantly notify
security teams about suspicious transactions.

Notes:

« The Withdrawal Pattern, ATM Skimming, and Cash Harvesting business rules require
an alarm that detects the presence and permanency of a customer. The alarm can be
triggered by a physical device or by a video analytic, for example the Presence
Detection analytic on the MegaPX ATM camera and on 8000/9000 Series Hybrid
NVRs, the Presence Detection alarm on Brickstream 3D sensors, or the Face
Detection and Loitering analytics on legacy March Networks edge devices.

* To add the state of an alarm to the Report business rule, you must add an alarm to the
ATM or teller workstation that process the transactions in the specified report.

« Configuring the Presence Detection alarm on Brickstream 3D sensors and 8000/9000
Series Hybrid NVRs require a specific procedure, described in the /ntegrating a
Brickstream 3D Sensor in a Searchlight Environment User Guide, available for
download from the March Networks Partner Portal.

This chapter contains the following sections:
* “Creating and Customizing Business Rules” on page 124
 “Deleting Business Rules” on page 128



Creating and Customizing Business Rules

You can create and customize business rules based on the following conditions:

Report rule: a new transaction is added to a custom report. You can also add the
state of the alarm added to ATMs or teller workstation as an additional condition.

For example: a report includes only transactions with values greater than $1000.
Every time a transaction greater than $1000 is processed by an ATM or a teller
workstation (depending on the report selected), a new entry is added to the report
and the business rule is triggered.

If you add the condition Alarm On with an elapsed time of 15 seconds, the rule is
triggered when the new transaction is added to the report and the transaction session
ends when the alarm associated to the ATM/teller that processed the transaction is
triggered for at least 15 seconds.

If you add the condition Alarm Off with an elapsed time of 10 seconds, the rule is
triggered when the new transaction is added to the report and the transaction session
ends when the alarm associated to the ATM/teller that processed the transaction is
inactive for at least 10 seconds.

Note: The transaction session time is determined by the time the transaction is
processed and the configured Pre and Post Session Padding Time options (see
“Configuring the General Settings” on page 40).

The following diagram explains how the Report rule with alarm state works. The value
¢ is the configured elapsed time for the alarm, while the Trigger Zone is the time
interval within which the transaction session time must end to trigger a business rule.

Alarm ON with elapsed time ¢
Trigger Zone |

Alarm ON v

([‘])

If elapsed time is greater than € rule IS triggered
Ifelapsed time is less than erule IS NOT triggered

Trigger Zone
Alarm OFF with elapsed time ¢

T T

Alarm ON v v
- fime o ) :

Ifelapsed time is greater than & rule IS triggered
Ifelapsed time is less than e rule IS NOT triggered

L




Report Sequence rule: a new transaction is added to the first custom report, and a
new transaction is added to the second custom report within the configured time
interval.

For example: the first report includes only transactions with values greater than $500;
the second report includes only transactions processed by credit cards with a specific
number. Every time a transaction greater than $500 is processed and one of the
selected credit cards is used within the configured time interval (Max Time Interval),
the business rule is triggered.

Withdrawal Pattern rule: a customer performs multiple withdrawals using the same
card in a single session.

Important: To set up the Withdrawal Pattern business rule, you must associate an
alarm that detects the presence and permanency of a customer in front of the ATM
while he performs multiple withdrawals in a single session. The alarm can be triggered
by a physical device or by a video analytic (for example the Presence Detection
analytic on the MegaPX ATM camera and on 8000/9000 Series Hybrid NVRs, the
Presence Detection alarm on Brickstream 3D sensors, or the Face Detection and
Loitering analytics on legacy March Networks edge devices). The business rule is
triggered when multiple transactions performed with the same card are processed by
the ATM, and the associated alarm is triggered for the duration of the multiple
transactions. For more information about configuring ATMs and alarms, see
“Associating Cameras and Alarms to ATMs and Teller Workstations” on page 60.

ATM Skimming rule: a customer is detected in front of the ATM but no transaction is
processed by the ATM.

Important: To set up the ATM Skimming business rule, you must associate an alarm
that detects the presence of a customer in front of the ATM. The alarm can be
triggered by a physical device or by a video analytic (for example the Presence
Detection analytic on the MegaPX ATM camera and on 8000/9000 Series Hybrid
NVRs, the Presence Detection alarm on Brickstream 3D sensors, or the Face
Detection and Loitering analytics on legacy March Networks edge devices). The
business rule is triggered when a person is detected in front of the ATM (alarm
triggered), but no transactions are processed by the ATM. For more information
about configuring ATMs and alarms, see “Associating Cameras and Alarms to ATMs
and Teller Workstations” on page 60.

Cash Harvesting rule: a single customer performs multiple transactions at an ATM
using multiple cards in a single session.

Important: To set up the Cash Harvesting business rule, you must associate an alarm
that detects the presence and permanency of a customer in front of the ATM while he
uses different cards in a single session. The alarm can be triggered by a physical
device or by a video analytic (for example the Presence Detection analytic on the
MegaPX ATM camera and on 8000/9000 Series Hybrid NVRs, the Presence Detection
alarm on Brickstream 3D sensors, or the Face Detection and Loitering analytics on
legacy March Networks edge devices). The business rule is triggered when multiple
transactions performed with different cards are processed by the ATM, and the
associated alarm is triggered for the duration of the multiple transactions. For more
information about configuring ATMs and alarms, see “Associating Cameras and
Alarms to ATMs and Teller Workstations” on page 60.



Creating and Customizing Business Rules

When a business rule is triggered, a new entry is added to the Business Rules report. For
more information about accessing and customizing Business Rules reports, see
“Customizing Business Rules Reports” on page 129.

You can also configure daily or weekly automatic email notifications listing every time the
selected business rule has been triggered during the day or week.

To configure the automatic notifications, you must first configure a distribution list in the
Searchlight Settings tab. For more information about configuring distribution lists, see
“Creating Email Notifications” on page 43.

To create and customize a business rule
1 From the Searchlight home page, click the Settings button.

@y SETTNGS

2 Click the Business Rules sub-tab.
+ X

Name ¥ | Source Y | Creation Time (UTC)

Teller > 25 Report 2/18/2019 3:57 PM
sequence Report Sequence 6/18/2019 1:20 PM

© am>2s -

Name Location

ATM >25 i Logical/PTH Bank
Source
Tyoe

Report 28 ATM Transactions >25 g Email Notifications
Nt
Transaction Image
Save

3 To create a new business rule, click the Add Rule button on the toolbar.
A new business rule is added to the list with the default name New Business Rule #.
4 Enter a descriptive name in the Name field.

iTmnsaction less than 10% I
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In the Source section, select the condition that triggers the business rule from the
Type list. Depending on the selected condition, you are asked to perform different
procedures:

Report: Select an available public report from the list.

If you do not select an alarm state, the business rule is triggered every time a new
transaction is added to a custom report.

Optionally, you can also add the alarm state as a condition by selecting On or Off
from the Alarm State list, and then enter or select the time interval for the alarm in
the Elapsed Time field. For more information about customizing and saving
reports, see “Customizing Transaction Reports” on page 62.

Source

e

Report I ATM Transactions -

Alarm State m Elapsed Time 5

Report Sequence: Select the two public report from the Criteria #1 and Criteria #2
lists, and then enter or select the time interval in the Max. Time Interval field.

Source
1170 Report Sequence -

Criteria #1 8 ATM Transactions > 2000 =

Max Time Interval 30 DB

Criteria #2 48 ATM Transactions - no card number

Withdrawal Pattern: Enter or select the number of different withdrawals (up to
10) that must be performed in a single session to trigger the Withdrawal Pattern
business rule.

Source

115 Bl Withdrawal Pattern -

Withdrawals

ATM Skimming: No action required.

Cash Harvesting: Enter or select the number of different cards that must be used
in a single session.

Note: You can configure up to ten cards for the Cash Harvesting business rule.

Source

110 Cash Harvesting ;

Number of cards used
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6

9

Deleting Business Rules

Select which sites are included in the business rule by dragging multiple sites or
logical folders to the Location field.

Note: By default, no site is added to the business rule.

_ﬁ Lonical/1 3

I3 >

Drop the selected item to Location

In the Transaction Image section, select the Save check box to automatically save
snapshots every time the business rule is triggered.

Transaction Image

riSEwe

Notes:

*« The snapshots are taken from the main camera associated to the ATM/teller
workstation that triggered the business rule.

* The snapshots are saved in a folder on the server and can be exported as part of a
case.

In the Email Notifications section, select the check boxes corresponding to the
distribution lists to send daily or weekly automatic email notifications listing every
time the selected business rule has been triggered during the day or week. For more
information about configuring distribution lists, see “Creating Email Notifications” on
page 43.

Email Notifications
+  admin

% Security team

Click the Save [§] button on the toolbar to save and apply changes.

Deleting Business Rules

You can delete a business rule and all the business rules entries from the database,
removing it from the rules list.

To delete a business rule

1
2

In the Business Rules sub-tab, select the business rule you want to delete in the list.
Click the Remove EJ button in the toolbar.

A warning dialog box appears.

Click OKk.

The rule is deleted and is removed from the rules list. All the business rules entries are
removed from the database as well.
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Chapter 10

Customizing Business Rules Reports

The Business Rules Summary page allows you to access and customize reports based on
the business rules created on the Business Rules Config tab. For more information about
creating and customizing business rules, see “Creating Business Rules” on page 123.

This chapter contains the following sections:

* “Overview” on page 130

*  “Accessing Business Rules Reports” on page 131
“Customizing a Report” on page 133

*  “Managing Reports” on page 134

"Setting the KPI Badge on the Home Page” on page 137
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Overview

Overview

The Business Rules Summary page allows you to view and customize reports based on
the on the business rules created on the Business Rules Config tab. You can customize a
report by selecting a specific time frame, filtering by columns, and by sorting data. After
you customize the report you can export it as a Comma Separated Values (.csv) file
compatible with Microsoft Excel.

The Business Rules Summary page is divided into four main graphical areas.

@ searchlight X4

RUICLS I Past 30 Days < R-

Site Time (Site Time) Triggered Business Rule T | Trigger Time

29/04/2015 04:02:19 AM Report Business Rules 29/04/2015 10:07:33 AM
29/04/2015 03:55:57 AM  ATM Skimming 29/04/2015 09:56:21 AM
20/04/2015 03:35:33 AM  ATM Skimming 20/04/2015 10:08:32 AM
29/04/2015 03:25:21 AM  ATM Skimming 29/04/2015 09:57:42 AM B us | ness R u | es
20/04/2015 03:20:31 AM  ATM Skimrming 20/04/2015 10:00:04 AM Re PO rt Area

29/04/2015 03:18:45 AM  ATM Skimming 29/04/2015 10:15:59 AM

Site

Date/Time 07/0142015 8:20:19 PM
Teller ID 5

Workstation Td 1

Transaction Number 16003912536
Transaction Type

Transaction Subtype

Account Number: 1000760

Amount $3540.76

- i I R |

Receipt Area Video Area
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Accessing Business Rules Reports

To access a report, you must specify the time frame for the business rules triggered.

To access a Business Rules report
1 From the Searchlight home page, click the Business Rules Summary tile.

The Business Rules Summary page appears.

Note: Each user can set its own default query for the Business Rules Summary page
(see "Setting the Default Query for the Business Rules Summary Page” on page 134):
after clicking the tile, the default query is automatically performed.

@ searchiight X o~

& e pero: I - R -

Select a time period to view business rule resuits

Receipt not available.

2 To specify the time frame of the business rules you want to view in the report, click
the Time Period f#| button on the toolbar and do one of the following:

* Select a predefined time frame from the list (first six options).

Triggered In Last 24 Hours .

Today e

Yestetiay Predefined
Time Frames

Past 7 Days

Past 14 Days

Past 30 Days —
Select Date
Select Range



Accessing Business Rules Reports

 Click the Select Date option to select a specific day from the calendar field
displayed. Click Apply to confirm the selection.

4 July 2014 vl
Sun Mon Tue Wed Thu Fri Sat |
200580 R g, |
6 7 8 9 10 11 12

-
w
=

4 15 16 17 18 19
20 2n[2]2= 24 25 2
7 8 29 30 31 1 2
3 15 & 4 89

oy

* Click the Select Range option to select a custom time frame from the calendar
fields displayed. Click Apply to confirm the selection.

4 April 2014 | o« July 2014 »
Sun Mon Tue Wed Thu Fri Sat || Sun Mon Tue Wed Thu Fri Sat
={1p i LA e on e e B 29 3 1 2 3 4 5
6 7 W 9 10 11 12 6 7 8 9 10 11 12
13 14 15 16 17 18 19 13 14 15 16 17 18 19
20 21 22 23 24 25 26 | 20 21 @ 23 24 25 26
27 28 29 30 1 2 3 27 28 29 30 31 1 2
4 5 6 F7 &8 9 10 3 4 5 6 F

g 9
3 Click the Search [f& button.

The report appears on the page and includes all the business rules triggered in the
selected time frame.

@ searchiight b 2

[ alm-
ﬁ Time (Site Time) Triggered Business Rule ¥ | Trigger Time

rt Business Rules 29/
29/04/2015 04:02:19 AM Report Business Rules 20/04/2015 10:07:33 AM
29/04/2015 03:55:57 AM  ATM Skimming 26/04/2015 09:56:21 AM
29/04/2015 03:35:33 AM  ATM Skimming 29/04/2015 10:08:32 AM
29/04/2015 03:25:21 AM  ATM skimming 20/04/2015 09:57:42 AM
29/04/2015 03:20:31 AM  ATM Skimming 26/04/2015 10:08:04 AM
29/04/2015 03:18:45 AM  ATM Skimming 29/04/2015 10:15:59 AM

07/04/2015 8:20:10 PM
5
1
Transaction Number 16003912536

)
E
2
o
e
9

Transaction Type
Transaction Subtype
Account Number: 1000760

Amount 354076

4 You can navigate within the report using the navigation toolbar.

I 2 3 4 .. |
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Customizing a Report

The default Business Rules report includes all the business rules triggered in the selected
time frame. You can customize the default report by filtering by site and business rule,
and sorting the column lists with a different order. You can also move the column
position.

To customize a report, you can perform any of the following operations:
e “Sorting and Filtering Columns” on page 133
* “Moving a Column List” on page 134

Sorting and Filtering Columns

You can sort and filter data in all column lists on a report.

Sorting in Columns

You can alphabetically or numerically sort a column list (depending on the content of the
list).

To sort in a column
1 Click on a column header to show the Sort f™ icon.

¥ | Time (Site Time ) Triggered Business Rule ¥ | Trigger Time

test 10/05/2016 11:32:28 AM Report Business Rules 16/05/2016 09:27:13 AM

2 Click the Sort icon to automatically sort the elements in the column list in ascending
or descending alphabetical or numerical order.

Note: Click on the Sort icon again to change the order from ascending to descending
or from descending to ascending.

Filtering in Columns
You can filter data in a column list to show only specified list values.

To filter in a column
1 Select a column header and click the Filter j4 icon.

Triggered Business Rule T‘h

The Filter dialog box appears.

T | Trigger Time
[ Selectall x

Report Business Rules
ATM Skimming

Filter Clear Filter

2 Select one or more check boxes or click Select all to select all column elements.
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Managing Reports

3 Click Filter.

The column list displays only those device details that match the specified filter
criteria.

Note: To remove all existing filters from a selected list column, open the Filter dialog
box and click Clear Filter.

Moving a Column List

You can move any column list on a report.

To move a column list

 Drag the column header to a new position on the report before or after another
header. The column list move to the selected position.

Trinmored Macinoos Mg F

Time {Local)

Managing Reports

After you customize a Business Rules report, you can perform the following operations:
» "Setting the Default Query for the Business Rules Summary Page” on page 134

*  “Viewing the Video Associated to a Transaction” on page 135

 “Exporting Business Rules Reports” on page 137

Setting the Default Query for the Business Rules Summary
Page

Searchlight allows you to save a default query for the Business Rules Summary page:
after clicking the tile, the default query is automatically performed.

Note: It is possible to save a different default query for each user.

To set the default query for the Transaction Reports page

1 In the Business Rules Summary page, perform a query on the report, as described in
the previous sections.

2 Click the arrow near the Search with default Parameters [JJl]l button on the toolbar
and select Set as Default.

Set as Default

|
i
e —

The query is saved and performed each time you access the Business Rules Summary
page on a new session or each time you click the Search with default Parameters
button.
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Notes:

*  When a default query is saved the Search with default Parameters button is
highlighted.

e To remove the default query, click the arrow near the Search with default
Parameters button on the toolbar and select Clear Default.

Viewing the Video Associated to a Transaction

If one or more cameras are associated to the transaction that triggered a business rule,
you can view the video associated to the transaction in the Camera panel.

To view the video associated to a transaction
1 Customize a Business Rules report as described in the previous section.
2 Select an entry in the report.

The receipt lines associated to the transaction appear in the Receipt Area, while the
video recorded by the first camera added to the ATM or teller workstation that
processed the transaction appears in the Video Area.

Note: For the Cash Harvesting and Withdrawal Pattern rules, the Receipt Area splits
in two: the upper part where you can select one of the transactions that triggered the
business rules and the lower part where the receipt lines associated to the transaction
appear.

3 If two or more cameras are associated to the ATM/workstation, select the camera
from the list on the Playback toolbar in the camera panel.

MegaPX WDR Parking -

MegaPX WDR Parking
_MegaPX 5MP Parking
4 Click the Play [ button.
The video starts playing from the selected date and time.

5 (Optional) Click the Open in Tab E button in the upper-right corner of the Camera
panel to open the video in a new tab.

6 Adjust the playback controls as required.
The following table describes the buttons in the Playback toolbar.

Toolbar
Button Tooltip Description

Open in a View Opens a View tab that includes the cameras
-~ associated to the ATM/workstation that triggered
the business rule.

Export to Case Opens a Case Management tab that allows you to

E export the transaction in a file that includes the
receipt and the related videos and thumbnails. For

more information, see “Managing Cases” on

page 164.




Managing Reports

Toolbar
Button Tooltip

Description

Jump Back 10

Activates instant replay.

Seconds This button allows you to jump 10 seconds back in
the video.

Go To Start Goes to the beginning of the recorded video.

Pause Pauses video playback.

Play Plays the video.

Play Forward

When in archive mode, fast forwards the video.
Note: Click multiple times to increase the speed.

When the playback is paused, jumps to the following
frame (frame-by-frame mode).

Go To End

Goes to the end of the recorded video.
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Exporting Business Rules Reports

Searchlight for Banking allows you to export the Business Rules reports in a Comma
Separated Values (.csv) file. This file format is fully compatible with Microsoft Excel and
similar products.

Note: Searchlight exports data using Unicode (UTF-8) encoding and using semicolons to
separate the values.

To export a report

1 With the report open, click the Export button on the report navigation toolbar.
A warning dialog box appears.

2 Click Yes.
The Save As window appears.

3 In the Save As dialog box, type a file name and location for the file.
Searchlight for Banking export the report file in a csv file.

Setting the KPI Badge on the Home Page

Searchlight allows you to set a KPI Badge on the home page for the Business Rules
Summary page. A KPIl Badge is associated to the number of business rules triggered in
the last 24 hours. You can also set thresholds to change the badge’s color according to
the number of transactions (green=good; yellow=warning; red=critical).

Note: The KPIl Badge is automatically refreshed every 5 minutes or each time the user
logs on to the CES and access the Searchlight application.

To set the KPI Badge on the home page
1 Click the m button on the side toolbar to return to the Searchlight home page.

The Searchlight home page appears.

March Networks
SEARCHLIGHT ™

) B

TRANSACTIONS SUMMARY TRANSACTION REPORTS

9

BUSINESS ANALYTICS OPERATIONS AUDIT

P i o

BUSINESS RULES SUMMARY SECURITY AUDIT

Searchlight for Banking User Guide 137



Setting the KPI Badge on the Home Page

2 Right-click the KPI Badge on the upper-right corner of the tile.

@

BUSINESS RULES SUMMARY

The Business Rules: KPI Configuration dialog box appears.

ﬁ Business Rules Summary: KPI configuration x

Comparison Versus: ® Above O Below

Thresholds:

Cancel

3 In the Comparison Versus section, select the badge behavior.
Options include Above (the badge is green if the number of transactions in the report
is higher than the threshold for the good status) and Below (the badge is green if the
number of transactions in the report is lower than the threshold for the good status).
4  Set the threshold values for the green (Good) and yellow (Warning) statuses.

Note: If you selected Above, the value for the green status must be higher that the
yellow value. If you selected Below, the value for the green status must be lower that

the yellow value.
5 Click Save to save and apply the changes.
The dialog box is closed and the KPI Badge automatically updated.

@

BUSINESS RULES SUMMARY

6 Click the KPI Badge to perform the query for the Triggered in Last 24 Hours
timeframe.
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Using Operations Audit

The Operations Audit page automatically creates an overview of the site/branch,
allowing investigators to view grids of snapshots periodically saved by the cameras
associated to a site. Investigators can also tag images with labels, directly attach
snapshots to mail messages, and also create and schedule email reports that include the
snapshots from the Operations Audit feature based on the current query.

Notes:

 Before you access and use the Operations Audit page, you must configure and
schedule one or more site cameras for the feature. For more information, see
“Configuring Site Cameras for Operations Audit” on page 50.

 The snapshots displayed on the Operations Audit page are standard definition
images. If the HD Download option has been selected on a site, high definition images
(if available) are downloaded and attached to the Operations Audit notices and to the
instant emails. For more information, see “Configuring Site Cameras for Operations
Audit” on page 50.

This chapter contains the following sections:

* “Overview” on page 140

*  “Managing Operations Audit Labels” on page 140

*  “Using Operations Audit” on page 141

e "Creating Operations Audit Notices” on page 147

* “Setting the KPI Badge on the Home Page” on page 150



Overview

Overview

The Operations Audit page allows you to view grids of snapshots periodically saved by
the cameras associated to a site. You can select and directly attach snapshots to mail
messages or apply custom labels to tag the images and retrieve them more easily.

The Operations Audit page is divided into four main graphical areas.

) saarchight "N

H Ll S Past 7 Dayy o] W AN Dy From:

Fillter by Bank 2 - January-23-13

ﬁ‘l") Label

Non-autharczed persan

Label
Panel

Camera
Panel

{1 DTP Bank
1T PTH Bank

Site
Panel

Managing Operations Audit Labels

The Operations Audit Label section on the Label Management sub-tab allows you create
and customize labels for the snapshot saved by the Archiver on the Operations Audit
page. By using labels to tag snapshots, you can create useful filters when reviewing the
images.

To manage Operations Audit labels
1 In the Searchlight Settings tab, click the Label Management sub-tab.

2 In the Operations Audit Label section, click the Add Operations Audit Label
button to create a new report label.

The label is added to the list.

Operations Audit Labels

+ - K

Name

Non-authorized person
Floor not dean

Queue too long

Open Vault

Cash Harvesting Suspect

3 Double-click the Name field and enter a descriptive name for the label.

Searchlight for Banking User Guide 140



Using Operations Audit

4  Click the Save m button to save and apply the changes.
5 Repeat steps 2-4 to create additional labels.

Notes:

- Toremove a label, select it in the list, click the Remove Operations Audit Label ]
button and then click OK.

« Touse an existing label as template for a new label, select it in the list and click the
Duplicate Operations Audit Label ﬁ button.

Using Operations Audit

The Operations Audit page allows you to view a grid of snapshots periodically saved by
the cameras associated to a site.

To use Operations Audit
1 From the Searchlight home page, click the Operations Audit tile.

The Operations Audit page appears.

Note: Each user can set its own default query for the Operations Audit page (see
"Setting the Default Query for the Operations Audit Page” on page 146): after
clicking the tile, the default query is automatically performed.

@9 searchiight X -

Time Period: e [ All Day me;_m:_ & R- o

Filter by

Non-authorized person

Floor not dean

Open Vault

T8 DTP Bank

T8 PTH Bank

2 To specify the time frame of the snapshots you want to view in the report, click the
Time Period I'EI| button on the toolbar and do one of the following:

* Select a predefined time frame from the list (first five options).

Past 24 Hours .

Today -

Festetay Predefined
Time Frames

Past 7 Days

Past 14 Days

Select Date —

Select Range
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 Click the Select Date option to select a specific day from the calendar field
displayed. Click Apply to confirm the selection.

4 July 2014 vl
Sun Mon Tue Wed Thu Fri Sat |
2030 1 2 3 4 5
6 7 & 9 10 11 12
13 14 15 16 17 18 19
0 21 23 24 25 2
27 28 29 0 3 1 2

3 4 5 6 7 B 9

* Click the Select Range option to select a custom time frame from the calendar
fields displayed. Click Apply to confirm the selection.

4 April 2014 | o« July 2014 »

Sun Mon Tue Wed Thu Fri Sat || Sun Mon Tue Wed Thu Fri Sat

30 31 o1 23 g 20300 s 2 a3s g
6 7 B 5 10 11 12 6 7 8 9 10 11 12
13 14 15 16 17 18 19 13 14 15 16 17 18 19
20 21 22 23 24 25 26 | 20 21 @ 23 24 25 26
27 28 29 30 1 2 290 30 31 1 2
4, b & F B9 1

w
]
-l
]
[

3 4

5 6 7 B 9

=

3 Do any of the following:

 Keep the All Day check box selected to view all the image saved in the selected
time period.

» Clear the All Day check box to configure a custom timeframe (for example: only
night hours). To configure the timeframe, select the opening and closing times for
the timeframe from the To and From lists.

M All Day From: m To: 07:00 ~

01:00 4
02:00
02:00
04:00
05:00
06:00
075

0a.
09:00
10:00
11:00 -

4 Click the Search button

Searchlight for Banking User Guide 142
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The Operations Audit page is populated by the snapshots saved by the cameras

added to the first site.
ﬁ !Time PR Past 7 Days

| Filter by
£ [1abet
I.|)-

|| Non-authorized person

1:30 PM

Floor not dean

Queue too long

: Camera Name:

&
|site

e
-
m
-
m

5 Select a label on the Label panel to see all the snapshots tagged with the label (see
step 10) in the selected timeframe.

Note: You can select a single label at the time. To clear the label filter, press the CTRL
key and click the label.

6 Select one or more site on the Site panel to see all the snapshots saved by the
cameras added to the sites.

Note: You can select multiple sites by keeping the CTRL key pressed.

7 Enter a text filter in the Camera Name text box to see the snapshots saved by the
cameras that matches the text filter.

Note: Click the Clear Filter ¥ button to clear the text filter.
8 Click the Grid buttons on the toolbar to modify the snapshot dimensions.

9 Double-click a snapshot to open the related camera as a video cell in the workspace
area.

0 -click to opan the video in a new tab
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10 To tag one or more snapshots with a label, do the following:
a Hover the mouse cursor on the snapshot you want to tag.
The snapshot is highlighted in blue.

b Select the check box in the upper-left corner.

c Repeat steps a-b to tag additional snapshots.

d Click the Label Selected Images u button on the toolbar to open the labels
menu.

e Select the one or more check boxes corresponding to the labels you want to
assign to the snapshots.

o > B
Non-authorized person
Floor not clean
Queue too long
Open Vault

Cash Harvesting Suspect
=

The label icon appears on the selected snapshot.
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Note: Hover the mouse on the label icon to see which labels are associated to the
snapshot.

- Cash Harvesting Suspect

11 To instantly create an email containing one or more snapshots, do the following:
a Hover the mouse cursor on the snapshot you want to send.
The snapshot is highlighted in blue.

b Select the check box in the upper-left corner.

c Repeat steps a-b to add additional snapshots to the mail message.

d Click the Export to Email button on the toolbar to add the snapshots to the
mail message as attachments.

The default mail client opens and a new message is created and the selected
snapshots are automatically added to the email as attachments.
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12 To delete one or more snapshots from the Command Media Archiver, do the
following:
a Hover the mouse cursor on the snapshot you want to delete.

The snapshot is highlighted in blue.

b Select the check box in the upper-left corner.

c Repeat steps a-b to add additional snapshots to the selection.

d Click the Delete Selected Images 3] button on the toolbar to delete the
snapshots from the Archiver.

A warning dialog box appears.
e Click Yes to confirm the image deletion.

Setting the Default Query for the Operations Audit Page

Searchlight allows you to save a default query for the Operations Audit page: after
clicking the tile, the default query is automatically performed.

Note: It is possible to save a different default query for each user.

To set the default query for the Operations Audit page
1 In the Operations Audit page, perform a query, as described in the previous sections.

2 Click the arrow near the Search with default Parameters [JJl§ button on the toolbar
and select Set as Default.

Set as Default
| i
_

The query is saved and performed each time you access the Operations Audit page
on a new session or each time you click the Search with default Parameters
button. The query includes selected label, sites and filtered cameras.
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Notes:

*  When a default query is saved the Search with default Parameters button is
highlighted.

e To remove the default query, click the arrow near the Search with default
Parameters button on the toolbar and select Clear Default.

Creating Operations Audit Notices

You can create and schedule email reports that include the snapshots from the
Operations Audit page. You can create a new email notice in two different ways: you can
create a new notice from scratch by accessing the Operations Audit sub-tab on the
Settings page, or you can directly create a new notice based on the current query on the
Operations Audit page by clicking the Create Operations Audit Notice button.

Notes:

« Only the images downloaded during the schedule configured for the site are added to
the notice. For more information, see “Configuring Site Cameras for Operations
Audit” on page 50.

 The schedule for notices can be a subset of the image download schedule: it is not
required to include all of the downloaded images to the notices.

* Only user accounts with either the Searchlight->Operations Audit or the Archive
Video user rights can receive Operations Audit notices. For more information, see
“Assigning Sets of User Rights” on page 35 and consult the Command Enterprise User
Guide, available for download on the March Networks official website and the Partner
Portal.

Select your configuration:
 “Creating a New Operations Audit Notice” on page 147
* “Creating an Operations Audit Notice From a Query” on page 149

Creating a New Operations Audit Notice

The Operations Audit sub-tab on the Settings page allows you to create and schedule
email notices that include the snapshots from the Operations Audit feature. The email
notices are sent to the distribution lists configured on the Email Notifications sub-tab, as
explained in the previous section.



Creating Operations Audit Notices

To create Operations Audit notices
1 In the Searchlight Settings tab, click the Operations Audit sub-tab.

General Label Management  Business Rules  Schedules  Email Notifications =~ Operations Audit  Analytics Data Export  Column Names

T | Location ¥ | Creation Time (UTC) Scheduled Images T  Label
Notice weekly All locations 2/18/2019 3:26 PM 10 hrs Non-authorized person
New operations zudit notice Logical/DTP/DTP Bank; Logical/PTH/PTH Bank N/A Custom Time Range No Filter

@ New operations audit notice (1)

Name Cameras Email Notifications
Mew operations audit notice (1) W Name

Scheduled Images

Use Site Time

Location

Operations Audit Label

2 Click the Add Notice g button on the toolbar.
The new report is added to the list.
3 Enter a descriptive name for the notification in the Name field.

Name
Scheduled Images

All Day -

Use Site Time

Location
Bl Al locations X

Operations Audit Label
No Filter -

4  Select a configured schedule from the Scheduled Images list, or manually specify a
time range by selecting the Custom Time Range option.

If you select the Custom Time Range option, you can either select the All Day check
box (the images saved in the last 24 hours for each site, regardless of the Use Site
Time option, are sent with the notice) or clear the All Day check box and specify a
time range by selecting them from the To and From lists.

Scheduled Images

Custom Time Range -

| FNDETEE] 2:00 M - [REY 12:00 AM -

5 Select the Use Site Time check box to use the time of the single sites instead of the
UTC time for the selected schedule.
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Note: It is recommended that you enable this option if the sites are located in
different time zones.

6 Select which sites are included in the notice by dragging multiple sites or logical
folders to the Location field.

Note: By default, no site is added to the notice.

7 In the Cameras section, select the check box corresponding to the cameras you want
to add to the notice.

Tip: Select the check box on the section toolbar to select all the cameras in the list.

Cameras

B  Name ¥  Path
+ Camera 1 Logical/Site 1
Telecamera 6 Logical/Site 1

Camera 2 Logical/Site 2
Camera 4 Logical/Demo_Sites_Random/Site Rand4
Camera 5 Logical/Demo_Sites_Random/Site Rand5

8 In the Email Notifications section, select the check boxes corresponding to the
distribution lists you want to send the report.

Email Notifications
+  admin

% Security team

9 Click Save to save and apply the changes.
10 Repeat steps 2-8 to create additional notices.

Note: To remove a notice, select it in the list, click the Remove Ki button and then
click OK.

Creating an Operations Audit Notice From a Query
The Operations Audit page allows you to directly create a new email notice based on the
current query displayed on the page.

To create an Operations Audit Notice from query
1 From the Searchlight home page, click the Operations Audit tile.

The Operations Audit page appears.
2 Perform a query, as described in “Using Operations Audit” on page 141.
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3 Click the Create Operations Audit Notice button on the toolbar.

The Settings tab automatically opens on the workspace on the Operations Audit sub-
tab and a new email notice is automatically created including all the sites, cameras
and labels specified in the original query.

B New operations audit notice (2)

Name Cameras

New operations audit notice (2) Name

Scheduled Images +~ Cameral Logical/PTH/PTH Ban|
Custom Time Range =

% Al Day From SRS To BERUNAIEES [ Use Site Time
Location
il Logical/PTH/PTH Bank

Operations Audit Label

No Filter - 5

4 Check and edit the notice settings as described in the previous section.

5 In the Email Notifications section, select the check boxes corresponding to the
distribution lists you want to send the report.

Email Notifications
+  admin

%Semritvteam

Note: Click Save to save and apply the changes.
6 Toremove a notice, select it in the list, click the Remove Ei button and then click OK.

Setting the KPI Badge on the Home Page

Searchlight allows you to set a KPI Badge on the home page for the Operations Audit
page. A KPI Badge automatically displays the number of snapshots that have been
tagged with a specific label in the last 24 hours. You can also set thresholds to change
the badge’s color according to the number of snapshots (green=good; yellow=warning;
red=critical).

Note: The KPI Badge is automatically refreshed every 5 minutes or each time the user
logs on to the CES and access the Searchlight application.

To set the KPI Badge on the home page
1 Click the m button on the side toolbar to return to the Searchlight home page.
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The Searchlight home page appears.

March Networks
SEARCHLIGHT ™

) B

TRANSACTIONS SUMMARY TRANSACTION REPORTS

Y
BUSINESS ANALYTICS OPERATIONS AUDIT

BUSINESS RULES SUMMARY SECURITY AUDIT

2 Right-click the KPI Badge on the upper-right corner of the tile.

OPERATIONS AUDIT

The Operations Audit: KPI Configuration dialog box appears.

ﬁ Operations Audit: KPI configuration b 4

Label
Select a Label: -

Comparison Versus: @® Above O Below

Thresholds:

oot - e

Cancel

3 Select a configured label from the Label list.
4 In the Comparison Versus section, select the badge behavior.

Options include Above (the badge is green if the number of snapshots tagged with
the selected label is higher than the threshold for the good status) and Below (the
badge is green if the number of snapshots tagged with the selected label in the report
is lower than the threshold for the good status).

5 Set the threshold values for the green (Good) and yellow (Warning) statuses.
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Note: If you selected Above, the value for the green status must be higher that the
yellow value. If you selected Below, the value for the green status must be lower that

the yellow value.
6 Click Save to save and apply the changes.
The dialog box is closed and the KPI Badge automatically updated.

OPERATIONS AUDIT

7 Click the KPI Badge to perform the query for the selected snapshots in the last 24
hours
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Chapter 12

Customizing Security Audit Reports

The Security Audit page allows you to access and customize reports based on the alarms
triggered in the sites/branches.

Important Note: Before you access and use the Security Audit page, you must associate
the alarms to the sites. For more information, see “Associating Cameras and Alarms to
Sites” on page 50.

This chapter contains the following sections:

« “Overview” on page 154

e “Accessing Security Audit Reports” on page 155

*  “Customizing a Report” on page 157

*  “Managing Reports” on page 159

 "Setting the KPI Badge on the Home Page” on page 162
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Overview

Overview

The Security Audit page allows you to view and customize reports based on the alarms
triggered in the configured sites. You can customize a report by selecting a specific time
frame, filtering by columns, filtering by site and alarms, and by sorting data. After you
customize the report you can export it as a Comma Separated Values (.csv) file
compatible with Microsoft Excel.

The Security Audit page is divided into five main graphical areas.

=] 77w | 4¢3 | el

k1 , Prrerrr
A | Cxhar Bank | O/20L5 12:19:11 PH S90S L 3P W90 WIS 19:19:30 AN
Alarrea | Othar Bank | QMQ0LS 12:00:00 PM QIR0AS L1202 MY GROO0L QA0S 10:20:20 AN

. s o k| SPLS AE o WABN EH, ARA ERT I SR e

Slte Alarme | Other Bankl  WR20LS 45040 PN RIS 4507 PN 92015 2:50:40 P WHR0LS TIAT M
Narra | Othar Monk | BSO0NS 54T PN 9005 SR PY Y0015 24402 P 015 438 P

Panel P e Tk 1| GGG SN MIONS S I WM TS SRS SR
Aae L Cthar Bank 1 1L/ 08:00 &Y W1L200S 08l & 9L Ala rm
Alarrea | Othar Bank | Q117700 010 A QX1 L2005 3001404 91
pesiy over Bk A0S 04111 IS 4521 91 Report

Area

Adarm Mame
Alarm Type
Site:
Start Time (Site Time)
End Tima {$ite Time)
Start Tima (UTC)
End Tuma (UTC)

Alarm

Panel

Alarm Video
Details Area
Area
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Accessing Security Audit Reports

Accessing Security Audit Reports

To access a report, you must specify the time frame for the alarms triggered in the sites.

To access a Security Audit report
1 From the Searchlight home page, click the Security Audit tile.

The Security Audit page appears.

Note: Each user can set its own default query for the Security Audit page (see
"Setting the Default Query for the Security Audit Page” on page 159): after clicking
the tile, the default query is automatically performed.

@ searchiight O

ﬁ Time Period: (L] AlDay From [ERTIN To EENEENIN ~

{11 Davids Bank Alarm Name | Alarm Type | Site Start Time (Site Time) End Time (Site Time) Start Time {UTC)
ili DTP Bank

No alarms were found for the selected time period.

@
S
o

No data available. Video is not available for the selected channel

2 To specify the time frame of the alarms you want to view in the report, click the Time
Period |'§|| button on the toolbar and do one of the following:

* Select a predefined time frame from the list (first six options).
|Past 24 Hours
Today
pesteria Predefined
Time Frames

Past 7 Days
Past 14 Days

Past 30 Days —
Select Date
Select Range
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Accessing Security Audit Reports

 Click the Select Date option to select a specific day from the calendar field
displayed. Click Apply to confirm the selection.

4 July 2014 vl
Sun Mon Tue Wed Thu Fri Sat |
2030 1 2 3 4 5
6 7 & 9 10 11 12
13 14 15 16 17 18 19
0 21 23 24 25 2
27 28 29 0 3 1 2

3 4 5 6 7 B 9

* Click the Select Range option to select a custom time frame from the calendar
fields displayed. Click Apply to confirm the selection.

4 April 2014 | o« July 2014 »

Sun Mon Tue Wed Thu Fri Sat || Sun Mon Tue Wed Thu Fri Sat

30 31 o1 23 g 20300 s 2 a3s g
6 7 B 5 10 11 12 6 7 8 9 10 11 12
13 14 15 16 17 18 19 13 14 15 16 17 18 19
20 21 22 23 24 25 26 | 20 21 @ 23 24 25 26
27 28 29 30 1 2 290 30 31 1 2
4, b & F B9 1

w
]
-l
]
[

3 4

5 6 7 B 9

=

3 Do any of the following:

*  Keep the All Day check box selected to view all the alarms triggered in the
selected time period.

» Clear the All Day check box to configure a custom timeframe (for example: only
night hours). To configure the timeframe, select the opening and closing times for
the timeframe from the To and From lists.

M All Day From: m To: 07:00 ~

01:00 4
02:00
02:00
04:00
05:00
06:00
075

0a.
09:00
10:00
11:00 -

Searchlight for Banking User Guide 156



Customizing a Report

4 Click the Search button.
The report appears on the page and includes all of the configured sites and their
associated alarms.

Note: If an alarm is removed from a site, the alarms instances are still present in the
Security Audit up to the removal date.

4
LDl Past 30 Davs

& ssurhigh

>

5]
"

Bark 1 Q72015 07:44PM 9/7/2015 337:51 PM 9{7/2015 10744 P E
Bark | 0/0/2015 12:10:01 PM §/92015 13:16:30 P 9/9/2015 10:19:10 & 9/9/2015 10:19:30 AM

E Ot Bank 1 G/2015 12:20:09 PM 2015 12:20:23 P 0/9/2015 1020009 8 9fRM2015 10:20:23 AM
-, Other Bork ] S/9/2015 4:20:17 PM 9/9/2015 4:29:26 PM 9/0/2015 2:20:17 P H9{2015 2:29:26 PM
I“ Cnher Bank 1 9/9/2015 4:50:50 PM  9/9/2015 4:59:47 PM 9/9/2015 2:59:40 P+ HS2015 15947 PM

Oxar Bark | 9/G[I005 S:c30 PM 0/9/2015 54438 PM 0/0/2015 3:44:32 b OR015 3:44:30 P
o Abarme 1 onhor Bak 1 9/9/2015 5:46:38 PM 9/9/2015 5:48:43 PH . 99/2015 3:48:38 PR 2015 2ABAI PM
= Alarme 1 Othwr Borik 1 S11/2005 5:08-03 AW 9/11/2015 S:08:11 &' 9/11/2015 7:08:03 & 9/11/2015 7:08:11 AM
@, Allarme 1 Onher Bari 1 9/11/2015 10°01:40 & S/11/2005 10:01:49 § 9/11/2015 8:01:40 & 9/11/2015 B:01:49 AM
° Allarme L Crwr Bark 1 0/11/2015 10c45:13 AV /1172015 10:45:21 1 971112015 8:45:13 4 9/11/2015 Bod5:21 AM

Start Time (Site Thme)
End Thme (3t Time)
Start Time (UTC)

End Time (UTC)

- oo UG I TR

5 You can navigate within the report using the navigation toolbar.

|G R S A L

Customizing a Report

The default Security Audit report includes all the sites added to Searchlight and their
associated alarms. You can customize the default report by filtering the data by site and
by single alarm, and sorting the column lists with a different order. You can also move the
column position.

To customize a report, you can perform any of the following operations:
* “Filtering and Sorting Columns” on page 158
e “Moving a Column List” on page 158
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Filtering and Sorting Columns

You can sort and filter data in all column lists on a report.

Filtering in Columns
You can filter the report by site and by the single alarms associated to the site.

To filter in a column
1 To filter the alarm data by site, select a site in the Site panel.

iii Bank 1
i1l Bank 2
i1l Bank 3
iti Bank 4

2 Tofilter the alarm data in the selected site by single alarm, select an alarm in the
Alarm panel.

[\ Alarm on physical connector 6

fa

Sorting in Columns

You can alphabetically or numerically sort a column list (depending on the content of the
list).

To sort in a column
1 Click on a column header to show the Sort H icon.

Alarm Name | Alarm Type | Sil Start Time (Site Time} End Time (Site Time) Start Time (UTC) End Time (UTC)

Allarme 1 N/A 27649 09/05/2016 05:47:17 PM  09/05/2016 05:47:23 PM  09/05/2016 03:47:17 PM  09/05/2016 03:47:23 PM
Allarme 1 N/A 27649 09/05/2016 05:47:30 PM  09/05/2016 05:47:42 PM  09/05/2016 03:47:30 PM  09/05/2016 03:47:42 PM
Alarm 3 N/A test 09/05/2016 05:47:36 PM  09/05/2016 05:47:40 PM  09/05/2016 03:47:36 PM  09/05/2016 03:47:40 PM

2 Click the Sort icon to automatically sort the elements in the column list in ascending
or descending alphabetical or numerical order.

Note: Click on the Sort icon again to change the order from ascending to descending
or from descending to ascending.

Moving a Column List

You can move any column list on a report.

To move a column list
 Drag the column header to a new position on the report before or after another
header. The column list move to the selected position.
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After you customize a Security Audit report, you can perform the following operations:
* "Setting the Default Query for the Security Audit Page” on page 159

*  “Viewing the Video Associated to an Alarm” on page 159

« “The following table describes the buttons in the Playback toolbar.” on page 160

*  “Exporting Security Audit Reports” on page 161

Setting the Default Query for the Security Audit Page

Searchlight allows you to save a default query for the Security Audit page: after clicking
the tile, the default query is automatically performed.

Note: It is possible to save a different default query for each user.

To set the default query for the Security Audit page
1 In the Security Audit page, perform a query, as described in the previous sections.

2 Click the arrow near the Search with default Parameters [JJJl] button on the toolbar
and select Set as Defaulit.

Set as Default
1
I—
The query is saved and performed each time you access the Security Audit page on a

new session or each time you click the Search with default Parameters button.
the query includes the selected sites.

Notes:

*  When a default query is saved the Search with default Parameters button is
highlighted.

e To remove the default query, click the arrow near the Search with default
Parameters l2Bd button on the toolbar and select Clear Default.

Viewing the Video Associated to an Alarm

If one or more cameras are associated to the alarm, you can view the video associated to
the alarm entry in the Camera panel.

Note: You cannot associate one or more cameras to an alarm using Searchlight. To
associate one or more cameras to an alarm, you must access the configuration interface
of the recorder or CRS where the alarm was created.

To view the video associated to a transaction
1 Customize a Security Audit report as described in the previous section.



Managing Reports

2 Select an alarm entry in the report.
The alarm details appear in the Alarm Details panel, while the video recorded by the
first camera associated to the alarm appears in the Camera panel.

-
A o TR o < - N 7 -
Bl v | )

=]
R i i 3

N ]

[
Bank 1
(=
k]
Bkl
k1
(=
Bark
=
(=

Alarm Type.

nae

Start Tiome (Site Tima)
End Time (Site Tane)
Start Tieme (UITC]}
Ent Time (UTC)

3 If two or more cameras are associated to the alarm, select the camera from the list on
the Playback toolbar in the camera panel.

MegaPX WDR Parking -

MegaPX WDR. Parking
MegaPX 5MP Parking

4  Click the Play (| button.
The video starts playing from the selected date and time.

5 (Optional) Click the Open in Tab E button in the upper-right corner of the Camera
panel to open the video in a new tab.

6 Adjust the playback controls as required.
The following table describes the buttons in the Playback toolbar.

Toolbar
Button Tooltip Description
Open in a View Opens an Alarm View tab that includes the cameras
-~ associated to the alarm.
Export to Case Opens a Case Management tab that allows you to
ﬁ export the transaction in a file that includes the
receipt and the related videos and thumbnails. For
more information, see “Managing Cases” on
page 164.
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Toolbar

Button Tooltip Description

y— Jump Back 10 Activates instant replay.

N, Seconds This button allows you to jump 10 seconds back in

the video.

m Go To Start Goes to the beginning of the recorded video.

m Pause Pauses video playback.

u Play Plays the video.

Play Forward When in archive mode, fast forwards the video.
m Note: Click multiple times to increase the speed.

When the playback is paused, jumps to the following
frame (frame-by-frame mode).

Goes to the end of the recorded video.

m Go To End

Exporting Security Audit Reports

Searchlight for Banking allows you to export the Security Audit reports in a Comma
Separated Values (.csv) file. This file format is fully compatible with Microsoft Excel and
similar products.

Note: Searchlight exports data using Unicode (UTF-8) encoding and using semicolons to
separate the values.

To export a report

1 With the report open, click the Export Show Result button on the report
navigation toolbar to export the alarms filtered in the Alarms Detail panel, or click the
Export All Security Audits E button to export every alarm in the selected time
interval.

A warning dialog box appears.

2 Click Yes.
The Save As window appears.

3 In the Save As dialog box, type a file name and location for the file.
Searchlight for Banking exports the report file in a csv file.



Setting the KPI Badge on the Home Page

Setting the KPI Badge on the Home Page

Searchlight allows you to set a KPl Badge on the home page for the Security Audit page.
A KPI Badge automatically displays the number of alarms that have been triggered in the
last 24 hours or in a specific timeframe of the last 24 hours. You can also set thresholds to
change the badge’s color according to the number of alarms (green=good;
yellow=warning; red=critical).

Note: The KPI Badge is automatically refreshed every 5 minutes or each time the user
logs on to the CES and access the Searchlight application.

To set the KPI Badge on the home page
1 Click the m button on the side toolbar to return to the Searchlight home page.
The Searchlight home page appears.

March Networks
SEARCHLIGHT ™

=) B

TRANSACTIONS SUMMARY TRANSACTION REPORTS

9

BUSINESS ANALYTICS OPERATIONS AUDIT

@ o

BUSINESS RULES SUMMARY SECURITY AUDIT

2 Right-click the KPI Badge on the upper-right corner of the tile.

>

SECURITY AUDIT

Searchlight for Banking User Guide 162



Setting the KPI Badge on the Home Page

The Security Audit: KPI Configuration dialog box appears.

£¥ Security Audit: KPI configuration

3  Select an option from the Time Frame list to refine the value displayed in the badge:

* Keep the All Day check box selected to view all the alarms triggered in the
selected time period in the last 24 hours.

 Clear the All Day check box to configure a custom timeframe (for example: only
night hours) in the last 24 hours. To configure the timeframe, select the opening
and closing times for the timeframe from the To and From lists.

4 |In the Comparison Versus section, select the badge behavior.

Options include Above (the badge is green if the number of alarms in the report is
higher than the threshold for the good status) and Below (the badge is green if the
number of alarms in the report is lower than the threshold for the good status).

5 Set the threshold values for the green (Good) and yellow (Warning) statuses.

Note: If you selected Above, the value for the green status must be higher that the
yellow value. If you selected Below, the value for the green status must be lower that
the yellow value.

6 Click Save to save and apply the changes.
The dialog box is closed and the KPI Badge automatically updated.

el

SECURITY AUDIT

7 Click the KPI Badge to perform the query for the selected timeframe in the last 24
hours.
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Chapter 13

Managing Cases

Command Enterprise allows you to manage and export Searchlight cases using a
proprietary file format and a proprietary media player, Command Player. It also allows
you to create a summary of the case in PDF format.

Searchlight allows you to export entries from the Transaction Reports, Business Rules,
and Security Audit pages.

Notes:

* It is also possible to share cases between groups of user accounts. For more
information about case management, see the Command Client User Guide, available
for download from the March Networks official website and the Partner Portal.

e For more information about Command Player installation and usage, see the
Command Player User Guide, available for download from the March Networks official
website and the Partner Portal.

This chapter contains the following sections:
*  “Preparing and Exporting Searchlight Cases” on page 165
« “Reviewing Cases” on page 169
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Preparing and Exporting Searchlight Cases

Preparing and Exporting Searchlight Cases

You can export any entry from the Transaction Reports, Business Rules, and Security
Audit pages in a case. A case includes the transaction data or the alarm data, and the
relevant video recorded from the cameras added to the ATM or teller workstation. You
can prepare and customize cases by removing cameras from a transaction/alarm and by
including multiple transactions/alarms. Searchlight also allows you to export a summary
of the case in PDF format.

Select your operation:

Prepare and customize a case. See “To prepare and customize a Searchlight case” on
page 165.
Export a summary of the case in PDF format. See “Reviewing Cases” on page 169.

Export a case using the Command proprietary format (CME). See “To export a case”
on page 168.

To prepare and customize a Searchlight case

1
2
3

Access a report on the Transactions Reports, Business Rules, or Security Audit page.
Select a row in the report.

Click the Export to Case [5] button.

The Select Case dialog box appears.

Select Case x

Ok  Cancel

Do one of the following:
 Select New Case from the list to open and manage a new case.

* Select an existing case (saved in the Evidence tab on the navigation panel) to add
the video and the data to that case.

The Case Management tab opens.

Bl New 001 X -
rr.x

M noa
g Gmena2

12/1/2017 7:07:47 PM - 12/2{2017 3:06:58 AM

Interval: 12/1/2017 7:07:47 PM - 12/2/2017 3:06:58 AM
Note Title:

6 Enter a descriptive name for the case in the Case Name field.
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Preparing and Exporting Searchlight Cases

Note: By default, the case name uses the following format: Case
CaseEndDate. CaseEndTime.

7 Select the Share check box and select an available group of users from the list to
allow the selected users to open and edit the case.

8 In the Resources List panel, on the right of the tab, click the Note to enter the case
notes in the Note Panel, on the left of the tab. You can access the case notes in
Command Player or, if you export the case as a PDF file, at the beginning of the PDF
summary.

9 (Optional) Click the Save m button on the toolbar to save the case and add it to the
Case tab in the Navigation panel, or click the Save As ﬁ button to save the changes
in a different case.

10 In the Resources List panel, on the right of the tab, do any of the following:

+ To add one or more additional transactions/alarms to the case, click the
Searchlight tab, select a different row, click the Export to Case E button, and
then select the existing case from the Select Case list. A new Receipt appears in
the Resources List on the Case Management tab.

Tip: You can also add report entries from different pages. For example, you can
add a suspicious transaction from the Transaction Reports page, the
corresponding entries on the Business Rules and Security Audit pages.

e To remove the video from a camera associated to the ATM or the teller
workstation, expand the transaction Thumbnail, select the camera, and click the
Remove m button.

« To remove a transaction from the case, select a Thumbnail in the Resources List
and click the Remove m button. The transaction and all the video associated are
removed from the case.

« To remove every transaction from the case, click the Remove All [} button.

To export a summary of the case in PDF format
1 Prepare and customize a case, as described in the previous section.

2 Click the Export E button.
The Export Case dialog box appears.
3 Select PDF from the Format list.
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4 Click Export.

The Save As dialog box appears.
5 In the Save As dialog box, type a file name and browse for a location for the PDF file.

The case summary is saved in PDF format. The PDF file includes information about the
Command Enterprise Software, the user account that exported the file, the case
notes, the transaction/alarm data and a thumbnail from every camera associated to
the ATM or teller workstation.

Case 20141024.110111

Server
demo-zooserver

User
root

Note
Suspisious transaction.
See footage at minute 2.35.

Preparing and Exporting Searchlight Cases

Receipt 24/10/2014 09:01:10 AM

Teller ID 5
Workstation Id 1
Transaction Number 16003212536
Transaction Type GR
Transaction Subtype SIGNATURE

Account Number: 1000760

Amount

$1540.76

Searchlight for Banking User Guide

Type
Videos

Name
Camera 1

Start Time
23/10/2014 09:33:18 AM (UTC+02:00) ora legale Europa
occidentale

End Time
23/10/2014 11:35:28 AM (UTC+02:00) ora legale Europa
occidentale

Recorder
Lamu

Camera
Camera 1
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Preparing and Exporting Searchlight Cases

To export a case

1
2

Prepare and customize a case, as described in the previous section.
Click the Export @ button.

The Export Case dialog box appears.

Select your configuration:

Ef’ Export case

Format:
CME (Encrypted) -
Password

B Indude Command Player

* Select CME (Native) from the Format list to export the case without encrypting it.

* Select CME (Encrypted) from the Format list to encrypt the case while exporting
it. You must also enter the password required to open and decrypt the case in the
Password and Re-Enter Password fields.

Enter the name for the case file.
Note: By default the file name is identical to the case name.
In the Destination section, select from:

« The exported video destination folder: to change the destination folder (including
removable media such as USB drives), click Browse.

« CD/DVD Drive: If you select this option, a drop-down menu allows you to select
the destination DVD recorder.

(Optional) Select the Include Command Player check box to include the portable
version of Command Player in the case package.

Note: Cases are exported using a proprietary file format (.CME) that can be read only
from the Command Player application. The portable version of the Player does not
require any installation.

Click Export.

The case file is displayed in the Export panel in the Dashboard. The Status column
shows the progress of the export.

HEALTH sy ALARMS (4

# | Filename T  Source Stream T | Interval

ﬂ 2  Case 20141024.103110 100%
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Reviewing Cases

After you export the case, you can review it using Command Player. Command Player is a
tool that allows you to authenticate and play back recorded cases exported from
Searchlight in the proprietary Command Multimedia Evidence (.CME) file format. This
proprietary file format ensures that sensitive video evidence cannot be easily shared over
the Internet.

To ensure that third-party investigators or law enforcement authorities can review
evidence copied to external media, the Command Player can be automatically included
when evidence files are exported to external media.

For more information about Command Player installation and usage, see the Command
Player User Guide, available for download from the March Networks official website and
the Partner Portal.

To review a case
1 According to the Command Player version in use (installed or portable) launch the
application by doing the following:
* Portable: Double-click the Command Player Portable file to open the Player. The
file is automatically loaded into the Player.
* Installed:

a Click Start > March Networks > Command Player or double-click the Command
Player icon on the desktop, if available.

Note: The Command Player installed version also allows to directly double-click
the case file to open the player and load the case (go to Step 5).

b The Player opens without files loaded.

March Networks

ks
" COMMARD

G HaRcH

March Networks Command ™
Copyright ® 2008 - 2019 March Netwarks Corporation. Tulti i dirfti riservati.
e marchnetworks.com

c Click the Open f~3KZH button.
d In the window that appears, browse for the CME file you want to view.
e Select the file and click Open.

The case is loaded into the Player.



Reviewing Cases

Note: If the case was encrypted, the Password Required dialog box appears. Enter
the password required to decrypt the case, and then click Ok.

PASSWORD REQUIRED

—

Ok Cancel

2 Click Note in the Resources List to open the case notes.

3 Expand the transaction Receipt in the Resources List and click a video file recorded
from a camera associated to the ATM or teller workstation.

RESOURCES T B cameat n g o Bl =

~ B Detall 11/13/2018 10:21:47 P Site Name: Desio Branch
(13/11/2018 22:21:47 - 13/11/2018 2]

Terminal: ATM Desio
B Telecamera 2
A e S Date/Time: 11/13/2018 10:21:47 BM

[0 Thumbnail Camera 2

13/11/2018 18:21:47 Transaction Number: &

Transaction Sequence: 4
Transsction Iype: ABC
Transaction Subtype: FE
Card Number: 1132221758
Card Bank Number: 0553874412
| 2mounc: 16.30

Trom Account: 0343648781

Status Code: LDAS

110837 P Wednescsy, Navember 7 11/7/2018 1:08:53 PM

R4 a1 » » [q

The video starts playing in the display area and the transaction/alarm data appear in
the Text Area below the Resources List panel.
4 Adjust the playback controls as required.

Note: For more information about the available controls and their use, see the
Command Player User Guide, available for download from the March Networks official
website and the Partner Portal.
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Company Overview

March Networks® helps organizations transform video into business intelligence through
the integration of surveillance video, analytics, and data from business systems and loT
devices. Companies worldwide use our software solutions to improve efficiency and
compliance, reduce losses and risk, enhance customer service and compete more
successfully. With deep roots in video security and networking, March Networks is also
recognized as the leader in scalable, enterprise-class video management and hosted
services. We are proud to work with many of the world’s largest financial institutions,
retail brands, cannabis operators and transit authorities, and deliver our software and
systems through an extensive distribution and partner network in more than 70 countries.
Founded in 2000, March Networks is headquartered in Ottawa, Ontario, Canada. For
more information, please visit www.marchnetworks.com.

Customer Support and Assistance

North America, South America, & Australia

Telephone - 1 613 591 1441

Toll Free (US & Canada) - 1 800 472 0116
Email - techsupport@marchnetworks.com
Europe

Telephone - +39 0362 17935 extension 3
Email - supporteurope@marchnetworks.com
Middle East & Africa

Telephone - +00 971(0)52 818 8483
Email - supportmea@marchnetworks.com
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